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PREFACE 
 
The genesis of the research for this paper was a Scholarship in the Professions Grant 
awarded by the Queensland University of Technology to the co-authors Associate Professor 
Sharon Christensen and Professor Bill Duncan with Lionel Hogg of Allen Allen and Hemsley 
(now Allens Arthur Robinson) Solicitors in 2001. The grant of $5,863.63 was awarded to 
critically analyse the effect of the national framework of Electronic Transactions legislation 
particularly as it applied to land transactions involving writing and signature. Rouhshi Low was 
employed by the investigating team as a research assistant under the grant.   
 
It soon became apparent that the scope of the research and reporting of outcomes was much 
wider than anticipated and it was resolved to undertake more research and consultation which 
resulted in the preparation of the enclosed report prepared under the auspices of the Centre 
for Commercial and Property Law within the Faculty of Law. The report includes a detail 
examination of the Australian legislative framework as it applies to electronic transactions, 
analyses the ability of the existing common law regime to adapt to technological change in 
methods of writing and signatures, critically analyses the capacity of existing legislative 
frameworks in Australian and internationally to facilitate this adaptation of the law and 
recommends certain changes to the Australian model. 
 
The authors of the report wish to thank the Office of Research at the Queensland University 
of Technology and the Centre for Commercial and Property Law for making the funds 
available to research, write up and publish this project. 
 
 
December 2002. 
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Moving Queensland Property Transactions to the Digital Age–  
Can writing and signature requirements be fulfilled electronically? 
 
The physical immediacy of paper – its touch and smell – are reassuring proof of our existence 
and of our past1 
 
PART 1 - OVERVIEW 
 
Electronic commerce offers a radical new way of conducting commercial transactions. The 
term electronic commerce encompasses  
“many diverse activities including electronic trading of goods and services, on-line 
delivery of digital content, electronic fund transfers, electronic share trading, 
electronic bills of lading, commercial auctions, collaborative design and engineering, 
on-line sourcing, public procurement, direct consumer marketing and after-sales 
service”2.  
Changes in the way commerce is undertaken nationally and internationally has placed greater 
reliance on technology and increased the use of the Internet as an interactive medium. The 
nature of the Internet as “a decentralised, global medium of communication comprising a 
global web of linked networks and computers”3 has created issues for the formation of 
common contracts, given rise to complex jurisdictional problems, ignited debate on privacy 
and defamation issues, created new intellectual property rights which require protection and 
created a variety of complex consumer protection issues which may not be covered by 
present legislation.  
 
The Internet forms the basis for much electronic commerce activities, ranging from EDI4 to 
conducting retail transactions through the use of the Internet. The increase in popularity of the 
Internet has seen more and more people entering into online contracts5. People agree to 
terms by clicking away at electronic standard forms on web sites and while installing software 
("clickwrap" contracts). Commercial websites also include hyperlinks to terms that they 
assume will be binding on Internet users who visit their sites ("browsewrap" contracts). 
                                                
1  Faerber CN, “Book versus Byte: The Prospects and Desirability of a Paperless Society” (1999) 17 J  
Marshall Journal of Computer & Information Law 797, 806. 
2 A European Initiative in Electronic Commerce: Communication to the European Parliament, the Council, 
the Economic and Social Committee and the Committee of the Regions, COM(97) 157 at 2 [hereinafter A 
European Initiative in Electronic Commerce].  
3  ACLU v Reno 929 Fsupp 824 (ED Pa 1996). 
4  “Electronic Data Interchange (EDI) is a member of a family of technologies for communicating business 
messages electronically  business messages electronically, including EDI, facsimile fax), electronic mail, 
telex, and computer conferencing systems (bulleting boards)…Technically speaking, EDI is the computer 
application to computer application exchange of business data in a structured format. In other words, the 
purpose of EDI is to take information from one company’s computer application and place it in the 
computer application of another company”: B Wright, “EDI Implementation” in Ruh J (ed.), The Internet and 
Business: A lawyer’s Guide to the Emerging Legal Issues, The Computer Law Association, Virginia, 1996. 
5   Lee Rainie, et al, More online, doing more, Pew Internet Project: Internet tracking report, The Pew Internet 
& American Life Project (Feb 18, 2001) at http://www.pewinternet.org/reports/toc.asp?Report=30  
 8
However the move from paper based commercial transactions to using electronic 
communication techniques raises questions as to the validity of such contracts, especially 
when there are legal requirements for writing, signature, and for the document to be an 
original. Other issues raised include the time and place of formation of such contracts, the 
proof of the terms of the contract (admissibility of electronic evidence), the authentication and 
integrity of the electronic communications and questions of applicable law. These issues arise 
because many statues in various countries impose formal writing and signature 
requirements that electronic contracts in digital form cannot satisfy. Most statues also do not 
address issues such as whether offer and acceptance may be communicated electronically, 
whether clicking on an icon on a web page can indicate legal assent. These issues dealing 
with formalities, combined with the need for uniformity in international trade rules form the 
crux of the current challenge facing the international trading community as it moves toward 
global electronic commerce.   
 
The application of contractual principles to electronic contracts where the particular contract is 
not required to be in writing does not require any substantial distortion of the traditional rules. 
Where a contract is required by legislation to be in writing and signed before it is enforceable 
the ability of an electronic contract to comply with these requirements is less clear.  There are 
several important aspects of an electronic contract, which are inconsistent with the objectives 
of legislation that requires formalities such as writing or a signature. First a digital contract 
may appear on a computer screen to consist of words in a written form but in reality this is 
merely a representation of the information stored by the computer in electronic form. The 
electronic form does not consist of words but strings of numbers and symbols and therefore 
doubt arises as to whether it is in written form. Secondly, the majority of transactions over the 
Internet will be affected by persons who have never met and are likely not to meet. Where the 
transaction is required by the law to be signed by the parties to the transaction what is the 
digital equivalent to a signature at common law. Is a copy of the person’s actual signature 
scanned onto the document sufficient or will a more sophisticated method be required? How 
can the approval of the person to the transaction and the integrity of the transaction be 
protected in a digital environment? 
 
There is a great variety of legislation within Australia that requires certain documents to be in 
writing and signed. These include transactions to dispose of an interest in land, wills, 
consumer credit transactions, guarantees, powers of attorney, negotiable instruments, and 
affidavits or declarations. Whether the applicable statute in each case is drafted in a 
sufficiently broad manner to accommodate writing and signing in an electronic environment 
will vary in accordance with the objects of each statue. It is proposed for the purposes of this 
paper to concentrate on transactions for the disposition of an interest in land and whether the 
statutory requirements can be satisfied for an electronic contract.  
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Before considering the specific problems posed by the satisfaction of contractual formalities in 
this media, it is appropriate to consider international roots from which local law has been 
developed. 
 
The increasing use of electronic methods in contract formation provides a unique opportunity 
to revisit the modern relevance and vitality of the Statute of Frauds provisions. The central 
question for this report is whether an electronic contract whose components do not fit the 
traditional interpretations of writing and signature is valid under the current law, or whether a 
further layer of legislative regulation is necessary. While there are undoubted advantages to 
undertaking transactions in an electronic medium, even if security of the documentation can 
be assured, many people will remain unwilling to enter transactions using the internet, 
particularly where property rights are concerned, if there is some doubt about the validity of 
the transaction. Questions of validity could be resolved in one of four ways; 
(i) allowing the judiciary to examine and analyse the traditional principle to 
determine if the principles will expand to the notion of electronic contracting; 
(ii) repealing section 59 of the Property Law Act 1974 (Qld); 
(iii) amending section 59 of the Property Law Act 1974 (Qld) to validate all forms of 
electronic transactions involving the disposition of an interest in land; or  
(iv) amending the Electronic Transactions (Queensland) Act 2001 to widen its 
application to contracts required to be ‘in writing’. 
 
In summary the findings of this Report are: 
 
(i) the current common law framework is not sufficiently developed to adapt 
successfully to the methods of writing and signature in an electronic environment 
without significant distortion of the current concepts; 
(ii) the Electronic Transactions (Queensland) Act 2000 (Qld) will not, without further 
legislative intervention, provide functional equivalence for the concepts of writing 
and signing within an electronic environment in the context of electronic land 
transactions.  
 
Based on these findings the report recommends several changes to the Electronic 
Transactions (Queensland) Act 2001which are necessary for facilitating any move to 
electronic land transactions within Queensland or Australia. 
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PART 2 – AUSTRALIAN LEGISLATIVE FRAMEWORK 
 
 
2.1  Introduction 
The Commonwealth's information economy policy, Investing for Growth was released by the 
Prime Minister in December 19976. In it, the Government outlined the importance of the 
information age and its intention to encourage business and consumer confidence by setting 
a light-handed regulatory framework to support and encourage the development of the 
information economy. The National Office of the Information Economy (NOIE) was 
established in 1997 to develop and coordinate Commonwealth government policy in relation 
to the information economy7 and to support the Commonwealth Ministerial Council for the 
Information Economy, which is responsible for further developing and implementing a whole 
of government online strategy.  
 
As part of the Commonwealth government strategy, the Electronic Commerce Expert Group 
(ECEG)8 was also established in 1997. The group comprised representatives from business, 
the private legal profession and government.  Its task was to report on the legal issues arising 
from the development of electronic commerce. The Expert Group's Report, Electronic 
Commerce: Building the Legal Framework 9 was released for public comment on 2 April 1998. 
The Expert Group recommended that the Commonwealth should enact legislation based on 
the UNCITRAL Model Law on Electronic Commerce so as to promote the growth of electronic 
commerce. Following this recommendation, the Attorney-General introduced the Electronic 
Transactions Bill into Parliament on 30 June 1999. The Bill was passed by the House of 
Representatives on 30 September 1999, introduced into the Senate on 12 October 1999 and 
passed on 25 November 1999. It received Royal Assent on 10 December 1999 and 
commenced by proclamation on 15 March 200010. As part of a national framework each of the 
Australian States has also passed complimentary legislation applying to the laws of the 
States. 
 
This section provides a brief overview of the UNCITRAL Model Law on Electronic Commerce, 
on which the Commonwealth Electronic Transactions Act is based, the Commonwealth 
                                                
6  “Investing for Growth”, Address by the Prime Minister The Hon John Howard MP, National   Press Club, 
Canberra, 8 December 1997, available at http://www.dist.gov.au/growth/html/speech.html  
7  The NOIE homepage is at http://www.noie.gov.au/  
8  The home page of the Electronic Commerce Expert Group is at 
http://law.gov.au/aghome/advisory/eceg/Welcome.html  
9  Report of the Electronic Commerce Expert Group to the Attorney General, “Electronic Commerce: Building 
the Legal Framework”, 31 March 1998, available at 
http://law.gov.au/aghome/advisory/eceg/ecegreport.html  
10  News Release, Attorney General The Hon Daryl Williams, “Australia at the forefront of the information 
economy”, 14 March 2000, http://law.gov.au/aghome/agnews/2000newsag/711_00.htm  
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Electronic Transactions Act and the Queensland Electronic Transactions Act, with emphasis 
on writing and signature provisions. 
 
2.2  UNCITRAL Model Law on Electronic Commerce 
The United Nations Commission on International Trade Law (UNCITRAL), formed by the 
United Nations General Assembly in 196611, is the core legal body of the United Nations in 
the field of international law. UNCITRAL has been active in the field of electronic commerce 
by monitoring the technical, legal, and commercial developments associated with the growth 
of electronic commerce12. In 1985, UNCITRAL prepared a resolution on the legal value of 
computer records13 and in 1996 UNCITRAL promulgated a Model Law on Electronic 
Commerce and an accompanying Guide to Enactment of the Law14. The purpose of the 
Model Law is to facilitate electronic commerce by providing a set of internationally acceptable 
rules which can be used my Member States in enacting legislation to overcome the legal 
uncertainties involved in electronic trading. The Model Law has influenced countries around 
the world such as Australia, Canada, United States, Japan, and Singapore in the drafting of e-
commerce legislation15. 
 
The Model Law follows a limited "framework" approach in regulating e-commerce. Instead of 
setting forth all the rules and regulations covering every aspect of the use of electronic 
commerce, the Model Law provides essential procedures and principles for these areas16. 
Enacting States are given a broad discretion to regulate beyond the Model Law in specific 
areas and also to tailor the Model Law to their own jurisdictions. The Model Law is based on 
the recognition that legal requirements prescribing the use of traditional paper based 
documentation, such as signature and writing requirements, hinder the development of 
electronic commerce.  It seeks to remove the legal impediments to electronic commerce by 
using the principle of “functional equivalence”.  Under this approach, an analysis of the 
purposes and functions of the traditional paper-based requirement is made with a view to 
determining how those purposes or functions could be fulfilled through electronic commerce 
techniques. An electronic message will enjoy the same level of legal recognition as a 
corresponding paper document if it performs the same functions as the paper based form 
requirements. Thus equal treatment is given to users of paper-based documentation and to 
users of computer-based information. 
 
                                                
11  G.A. Res. 2205, U.N. GOAR, 21st Sess., Annex II, at 41, 42, U.N. Doc A/6394/Add. 1/Add.2 (1966).  
12  Status and listing of current UNCITRAL projects may be found at UNCITRAL's home page at 
http://www.uncitral.org  
13  Available at the UNCITRAL home page at http://www.uncitral.org/en-index.htm     
14  UNCITRAL Model Law on Electronic Commerce with Guide t o E n a c t m e n t 1996, additional Article 5 
bis adopted in 1998, General Assembly Resolution 51/162 of 16 December 1996. The text and Guide to 
enactment are available at http://www.uncitral.org/en-index.htm   [hereafter UNCITRAL Model Law and 
Guide to Enactment].  
15  A useful source of information for development of electronic commerce law is the Baker Mackenzie website 
at http://www.bmck.com/ecommerce/    
16  See UNCITRAL Guide to Enactment to Model Law on Electronic Commerce, para. 13. 
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2.2.1  Scope of Application 
The Model Law applies to information in the form of a data message that is used in the 
context of commercial activities17.   “Data message” is defined in article 2 as “information 
generated, sent, received or stored by electronic, optical or similar means including, but not 
limited to, electronic data interchange (EDI), electronic mail, telegram, telex or telecopy”18. 
Thus the Model Law covers all factual situations encountered in the commercial area where 
information is generated, stored or communicated, irrespective of the medium on which such 
information may be affixed.  
 
The principle that there should be no disparity of treatment between data messages and 
paper documents is set out in Article 519. The Model Law does not intend to establish or 
otherwise interfere with the legal validity of the information contained in the data message. 
The provisions that deal with removing the legal obstacles to electronic commerce are found 
in articles 6, 7 and 8. These provisions set out the requirements for a data message to be 
treated as “ in writing” or “signed” for the purposes of the existing law. 
 
2.2.2  Writing 
 
Article 6 provides that a data message would be considered to have met a requirement in law 
that information be retained or presented “in writing” so long as the information contained in 
the data message is accessible so as to be usable in the future20. To meet the requirement of 
accessibility, the information in the form of computer data should be readable and 
interpretable and the software that might be necessary to render such information readable 
should be retained. The word usable covers both human use and computer processing21. 
The Model Law allows each state to exempt certain types of transactions from this rule22. 
 
2.2.3  Signature 
 
Article 7 of the Model Law deals with electronic signatures and aims to ensure that a data 
message is not denied legal effect on the sole ground that it was not authenticated in a 
manner peculiar to paper documents. The provision relating to signature requirements in the 
Electronic Transactions Act 1999 (Cth) is based on this. 
                                                
17  See UNCITRAL Model Law on Electronic Commerce, article 1. 
18  According to the Guide to Enactment to the Model Law, the notion of “data message” is not limited to 
communication but is also intended to encompass computer generated records that are not intended for 
communication. Thus the notion of “message” includes the notion of “record: UNCITRAL Guide to 
Enactment to the Model Law on Electronic Commerce, para. 30. 
19  Article 5 provides that “Information shall not be denied legal effect, validity or enforceability solely on the 
grounds that it is the form of a data message”. 
20  Article 6 (1): “Where the law requires information to be in writing, that requirement is met by a data 
message if the information contained therein is accessible so as to be usable for subsequent reference”. 
Unlike the Electronic Transactions Act 1999 (Cth), article 6(2) of the UNCITRAL Model Law on Electronic 
Commerce specifically provides that the requirement referred to in paragraph (1) may be in the form of an 
obligation or whether the law simply provides consequences for the information not being in writing. 
21  See UNCITRAL Guide to Enactment to Model Law on Electronic Commerce, para 50. 
22  UNCITRAL Model Law on Electronic Commerce, article 6 (3). 
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Using the functional equivalence approach, Article 7 focuses on two basic functions of a 
signature –  
• to identify the author of a document; and  
• to confirm the author’s approval of the contents of the document. 
 
Article 7(1)(a) provides that a data message satisfies a signature requirement as long as 
some reliable method is used to identify the signer and to indicate the signer’s approval of the 
information contained in the data message. Article 7(1)(b) deals with the level of security to be 
achieved by the method of identification used under Article 7(1)(a). It adopts a flexible 
approach, allowing any method of identification so long as it is as reliable as is appropriate for 
the purpose for which the data message is generated or communicated, in the light of all the 
circumstances, including any agreement between the originator and the addressee of the 
data message23. Article 7 does not confer any legal validity on the data message signed by a 
functional equivalent of a handwritten signature. Legal validity must still be settled under 
applicable national law. 
 
The problem with Article 7 is the uncertainty as to whether a given technology is “as reliable 
as was appropriate” for the particular transaction. The Guide to Enactment provides some 
legal, technical and commercial factors that can be taken into account to determine whether a 
method used in Article 7(1)(a) is appropriate24. These are: 
 
• the sophistication of the equipment used by each of the parties;  
• the nature of their trade activity; 
• the frequency at which commercial transactions take place between the parties; 
• the kind and size of the transaction;  
• the function of signature requirements in a given statutory and regulatory 
environment;  the capability of communication systems;  
• compliance with authentication procedures set forth by intermediaries; 
• the range of authentication procedures made available by any intermediary; 
• compliance with trade customs and practice; 
• the existence of insurance coverage mechanisms against unauthorized messages; 
• the importance and the value of the information contained in the data message; 
• the availability of alternative methods of identification and the cost of implementation;  
• the degree of acceptance or non-acceptance of the method of identification in the 
relevant industry or field both at the time the method was agreed upon and the time 
when the data message was communicated; and  
• any other relevant factor 
                                                
23  UNCITRAL Guide to Enactment to Model Law on Electronic Commerce, para 57. 
24  See UNCITRAL Guide to Enactment to Model Law on Electronic Commerce, para 58. 
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Following the adoption of the Model Law on Electronic Commerce, UNCITRAL requested the 
Working Group on Electronic Commerce to develop further rules on electronic signatures. 
The Working Group began its work in February 1997, with completion at its thirty-seventh 
session in September 2000. The Model Law on Electronic Signatures, together with its Guide 
to Enactment, was adopted by UNCITRAL on 5 July 200125. Its aim is to bring additional legal 
certainty regarding the use of electronic signatures.  It follows the technology neutral 
approach of the Model Law on Electronic Commerce and builds upon the criteria for reliable 
electronic signatures in Article 7 of the Model Law. It also deals with issues such as the duties 
of the three potential parties involved in an electronic signature (signatory, certification service 
provider and relying party), and on the recognition of foreign certificates.  
 
The Model Law on Electronic Signatures only applies to commercial activities26 which is to be 
given a wide interpretation so as to cover matters arising from all relationships of a 
commercial nature, whether contractual or not. Examples include the supply or exchange of 
goods or services, distribution agreements, agency, factoring, leasing, investment, financing, 
banking, insurance and carriage of goods27.  
 
Section 6 of the Model Law on Electronic Signatures builds upon the principles in Article 7 of 
the Model Law on Electronic Commerce and provides guidance as to the test for reliability of 
electronic signatures. The criteria for reliability are28: 
 
“(a) the signature creation data are, within the context in which they are used, linked to 
the signatory and to no other person; 
(b) the signature creation data  were, at the time of signing, under the control of the 
signatory and of no other person; 
(c) any alteration to the electronic signature, made after the time of signing, is 
detectable; 
(d) where a purpose of the legal requirement for a signature is to provide assurance as 
to the integrity of the information to which it relates, any alteration made to that 
information after the time of signing is detectable.” 
 
Under Article 7, any person, organ or authority, whether public or private, specified by the 
enacting State as competent, may determine which electronic signatures satisfy the 
provisions of Article 6. Any such determination must be consistent with recognised 
international standards.  
 
                                                
25  Available at: http://www.uncitral.org/english/texts/electcom/ml-elecsig-e.pdf  
26  See UNCITRAL Model Law on Electronic Signatures, Article 1. 
27  See UNCITRAL Model Law on Electronic Signatures, Article 1. 
28  See UNCITRAL Model Law on Electronic Signatures, Article 6(3). 
 15
2.2.4  Attribution of data messages 
Article 13 deals with the attribution of messages that is, whether the data message was really 
sent by the person who is indicated as being the originator of that message. Article 13 
establishes the presumption that under certain circumstances a data message would be 
considered as a message of the originator29, and goes on to qualify that presumption in cases 
where the addressee knew or ought to have known that the data message was not that of the 
originator30. Paragraph (3) provides 2 situations when the addressee can rely on a data 
message as being that of the originator: 
• Where the address has properly applied an authentication procedure previously 
agreed to by the originator 
• The data message resulted from actions of a person who, by virtue of its relationship 
with the originator, had access to the originator’s authentication procedures. 
 
Under paragraph (4)(a), the originator is released from the binding effect of the message if the 
addressee received notice from the originator that the data message is not that of the 
originator and had reasonable time to act accordingly. Reasonable time means sufficient time 
for the addressee to react.31 In the case of paragraph 3(b), if the addressee knew or should 
have known, had it exercised reasonable care or used any agreed procedure, that the data 
message was not that of the originator, then paragraph 3 does not apply32.  
 
The originator cannot deny sending the message (once it was sent) unless the addressee 
should have known or knew that the transmission of the data message resulted in any error in 
the data message as received33. 
 
2.3  Electronic Transactions Act 1999 (Cth) 
The Electronic Transactions Act 1999 (Cth) is based on the UNCITRAL Model Law on 
Electronic Commerce. It is intended to facilitate the development of electronic commerce in 
Australia by broadly removing existing legal impediments that may prevent a person using 
electronic communications to satisfy obligations under Commonwealth law. The Act is based 
on two principles: functional equivalence (also known as media neutrality) and technology 
neutrality. Functional equivalence refers to the equal treatment of paper and electronic 
transactions: transactions conducted using paper documents and transactions conducted 
using electronic communications should be treated equally by the law and not given an 
advantage or disadvantage against each other. The principle of technology neutrality prohibits 
the discrimination between different forms of technology.  
                                                
29  See UNCITRAL Model Law on Electronic Commerce, Articles 13(2) and (3). 
30  See UNCITRAL Model Law on Electronic Commerce, Articles 13(4) and (5).  
31  UNCITRAL Guide to Enactment to Model Law on Electronic Commerce, para 87. 
32  UNCITRAL Model Law on Electronic Commerce, Article 13(4)(b).  
33  See UNCITRAL Model Law on Electronic Commerce, Article 13(5). 
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2.3.1  Substantive provisions of the Act 
The Commonwealth Electronic Transactions Act sets out the basic rule in section 8 that a 
transaction is not invalidated simply because it took place by means of an electronic 
communication. This section is based on Article 5 of the UNCITRAL Model Law on Electronic 
Commerce and would apply to transactions that have been conducted by the use of both 
electronic communications and other forms of communications and where one or more 
electronic communications has taken place in a transaction34. Subsection 8(2) makes clear 
the standard principle of statutory interpretation that this general rule does not apply where 
another specific provision operates.  
The term “transaction” is defined in section 5 to include transactions of a non-commercial 
nature. According to the explanatory memorandum to the Electronic Transactions Bill 1999 
(Cth), the term should be read in its broadest sense of doing something and should not be 
confined to contractual or commercial relationships and or to the actual transmission of the 
information. Thus a transaction would include:  
• activities of government agencies in their role as service providers; 
• providing information or making an application to the Government for a benefit or 
grant35.    
The term “electronic communication” is defined in section 5 to mean:  
(a) a communication of information in the form of data, text or images by means of 
guided and/or unguided electromagnetic energy; or 
(b) a communication of information in the form of speech by means of guided and/or 
unguided electromagnetic energy, where the speech is processed at its destination 
by an automated voice recognition system. 
According to the Explanatory Memorandum, this term should also be interpreted broadly. 
Communication by means of guided electromagnetic energy is intended to include the use of 
cables and wires such as optic fibre cables and telephone lines. Communications by means 
of unguided electromagnetic energy is intended to include the use of radio waves, visible 
light, microwaves, infrared signals and other energy in the electromagnetic spectrum. 
Information that is recorded, stored or retained in an electronic form but is not transmitted 
immediately after being created is intended to fall within the scope of an “electronic 
communication”. E-mail, communication over the internet (for example, entering information 
on a form on a web site and submitting that form) and facsimile messages are all forms of 
                                                
34  Revised Explanatory Memorandum to the Electronic Transactions Bill 1999 (Cth), at 24. 
35  Revised Explanatory Memorandum to the Electronic Transactions Bill 1999 (Cth), at 23. 
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'electronic communication' for the purposes of the Commonwealth Electronic Transactions 
Act36.  
Paragraph (b) allows information in the form of speech that is analogous to writing to be 
included in the scope of the Act. “Automated voice recognition system” is intended to include 
information systems that capture information provided by voice in a way that enables it to be 
recorded or reproduced in written form, whether by demonstrating that the operation of a 
computer program occurred as a result of a person’s voice activation of that program or in any 
other way. Thus the distinction between oral and written communications is maintained, 
preventing electronic communication in the form of speech from satisfying the legal 
requirement of writing or production of information. So a telephone call, message left on an 
answering machine or message left on voicemail will not satisfy the writing requirement37.  
The term “information” is defined to mean information that is in the form of data, text, images 
or speech38. It is possible for information to be in more than one form, for example, 
information may be in the form of text in a paper document but is then transferred in to the 
form of data in an electronic document. 
2.3.2  Requirements under “laws of the Commonwealth” 
Sections 9-12 (division 2) of the Commonwealth Electronic Transactions Act makes provision 
for how a requirement 'under a law of the Commonwealth' for writing, signature or production 
or retention of documents may be met by means of electronic communications. After July 
2001 the legislation is intended to apply to all laws of the Commonwealth unless specifically 
exempted by the legislation. The Explanatory Memorandum to the Electronic Transactions Bill 
1999 (Cth) makes the following observation about the definition: 
 
 The term “Laws of the commonwealth” is intended to be read in its broadest sense as 
applying to all laws of the Commonwealth, whether they are made by or under a 
statute or derive from the common law and the rules of equity. “ 
 
Despite the observations made in the Explanatory Memorandum, it is the writers’ view that 
the “laws of the commonwealth” does not include the common law and rules of equity. Such a 
phrase is not ordinarily interpreted as extending to the common law but is limited to laws 
passed by the Commonwealth Parliament together with any subordinate legislation.39 This is 
consistent also with the enactment of legislation by the State Parliaments that applies to “the 
                                                
36  Australian Government Solicitor, Legal Briefing No. 59, “The Electronic Transactions Act 1999” (18 June 
2001). http://www.ags.gov.au/publications/briefings/br59.htm#fn1  
37  Revised Explanatory Memorandum to the Electronic Transactions Bill 1999 at 22. 
38  Electronic Transactions Act 1999 (Cth), section 5. 
39  The prevailing view appears to be that there is no common law of the Commonwealth: R v Kidman (1915) 
20 CLR 425 and Jackson v Gamble [1983] 1 VR 552 at 559 per Young CJ. There is also authority to 
suggested that the phrase “law of the Commonwealth” is limited to legislation passed by the 
Commonwealth Parliament: Lane PH, The Australian Federal System, 2nd ed, Law Book Company, 
Sydney, 1979, p 867; The Commonwealth and the Central Wool committee v Combing, Spinning and 
Weaving Company Ltd (1922) 31 CLR 421 per Knox CJ and Duffy J; Spratt v Hermes (1965) 114 CLR 226 
at 247 per Barwick CJ. 
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law of the jurisdiction”40 and the “law of the State”.41 In both instances it is clear from the 
definitions that the State legislation has application to both existing legislation and the 
common law. The exact extent of the application is considered below in relation to contract 
formation and formalities of writing and signature. 
Section 13 deals with exemptions from sections 9-12. Sections 13(1), 13(2) and 13(3) provide 
that regulations can be made to exempt specified requirements, specified permissions, or 
specified Commonwealth laws from any or all of the provisions of Division 2 of the Act. 
Section 13(4) exempts the practice and procedure of a court or tribunal from the operation of 
the provisions in Division 2. The phrase “practice and procedure” is defined as including all 
matters in relation to which rules of court may be made42. Actions taken in preparation of 
litigation in a court would be covered, even if the litigation may never actually commence. 
Section 13(5) provides that certain aspects of evidence laws will not be affected by the 
provisions of Division 243.  
2.3.3  Writing 
Section 9 deals with providing information in writing. Subsections 9(1) and 9(2) provide that a 
Commonwealth law requiring or permitting44 a person to give information in writing is satisfied 
if the information is given by means of electronic communication subject to the following 
conditions being met: 
• At the time the information was given it was reasonable to expect that the information 
would be readily accessible so as to be useable for subsequent reference (the 
readily accessible requirement) 
• If the information is to be given to Commonwealth entity, the information complies 
with any information technology requirements in relation to the particular type of 
electronic communication to be used and any requirements relating to the verification 
of the receipt of the information (information technology requirement and 
verification requirement) 
• Where the recipient is not a Commonwealth entity, there is a requirement that the 
recipient has consented to receiving electronic communications (consent)45  
                                                
40  Refer to the Electronic Transactions Act 2000 (NSW) and the Electronic Transactions (Victoria) Act 2000 
(Vic). 
41  Refer to the Electronic Transactions (Queensland) Bill 2000. 
42  Electronic Transactions Act 1999 (Cth), section 13(4). 
43   These are: the Evidence Act 1995 (Cth), a law of a State or Territory that corresponds to the Evidence Act 
1995; or a law of a State or Territory, or a rule of common law, that makes provision for the way in which 
evidence is given in proceedings in a court 
44  The concept of permission in section 9(2) would include situations where a person may be permitted to 
make an application for a particular form of Government payment: Revised explanatory memorandum to 
the Electronic Transactions Bill 1999 (Cth), at 26. 
45  See Electronic Transactions Act 1999 (Cth), sections 9(1) for requirement to give information in writing and 
section 9(2) for permission to give information in writing. 
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The purpose of the readily accessible requirement is to ensure that others will be able to 
access and use the information contained in the electronic communication and that 
transactions are not subsequently vitiated by a lack of access to the information.  It operates 
at the time the information was given, which is the time when the electronic communication is 
transmitted, not the time that it is composed or drafted before transmittal46.  
 
The reasonableness element allows a person to satisfy the elements of this requirement 
immediately where it is reasonable to expect that the information would be readily accessible.  
There is no continuing requirement to, for example, ensure that the electronic communication 
is continually updated to take account of the latest changes in technology.  Reasonableness 
in this context is to be determined objectively having regard to all relevant factors, such as the 
technology available at the time of the electronic communication and the appropriateness of 
the available technology for the purposes of the communication47. 
The information technology requirements in subsections 1(b) and 2(b) allow 
Commonwealth entities to specify information technology requirements in relation to the 
particular type of electronic communication the Commonwealth entity will accept. This 
ensures that Commonwealth entities48 will be able to receive information in a form that is most 
appropriate to the type of transaction or for which the entity has the relevant technology for 
receiving the communication. However, following the principle of media neutrality, only 
relevant general or open standards may be specified, not particular proprietary brands or 
software. A requirement to use proprietary software will only be justified in the context of the 
type of information that is being transmitted49. Where such information technology 
requirements have been specified, a requirement or permission to provide information in 
writing will not be satisfied unless those information technology requirements have been met.   
The verification requirements under subsection 9(1)(c) and 9(2)(c) allow Commonwealth 
entities to specify procedures that a person must comply with to verify the receipt of particular 
electronic communications that are required or permitted to be given to the entity under 
Commonwealth law.  The type of procedures that may be specified are ones verifying the 
receipt of information via electronic communications, such as requiring a person to request a 
‘return receipt’ where an electronic mail message is used as the form of electronic 
communication. Procedures verifying the truth or otherwise of the contents of the electronic 
communication are excluded50.  Where a Commonwealth entity specifies a verification 
procedure, a requirement or permission to provide information in writing will not be met unless 
the verification procedure has been complied with and completed.   
                                                
46  Revised Explanatory memorandum to the Electronic Transactions Bill 1999 (Cth), at 26. 
47  Revised Explanatory memorandum to the Electronic Transactions Bill 1999 (Cth), at 27. 
48  “Commonwealth entity” is defined in section 5 to mean: “(a) a Minister; or (b) an officer or employee of the 
Commonwealth; or (c) a person who holds or performs the duties of an office under a law of the 
Commonwealth; or (d) an authority of the Commonwealth; or (e) an employee of an authority of the 
Commonwealth”. 
49  Revised Explanatory memorandum to the Electronic Transactions Bill 1999 (Cth), at 28. 
50  Revised Explanatory memorandum to the Electronic Transactions Bill 1999 (Cth), at 28. 
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Where the information is required or permitted to be given to a person who is not a 
Commonwealth entity, subsections 1(d) and 2(d) provide that the recipient of that information 
must first consent to the information being given by way of an electronic communication, 
discussed above. 
The giving of information is inclusively defined in sub-sections 9(4) and (5). The term give in a 
particular law of the Commonwealth could be expressed as send, serve or any other like 
expression51. The concept of service would include serving a notice of change in entitlements 
but would not include the service of documents as part of proceedings before a court or 
tribunal. Subsection 9(5) provides a non-exhaustive list of circumstances which would fall 
within the meaning of giving information, such as the giving of a statement of reasons52. 
Section 9(3) specifies that section 9 will not affect the operation of any other Commonwealth 
legislation that specifies the way in which electronic communications must be made. 
The operation of other laws of the Commonwealth dealing with requiring or permitting 
information to be given in accordance with particular information technology requirements, 
such as on a particular data storage device or by a particular kind of electronic 
communication will not be effected by the writing provisions in the Commonwealth Electronic 
Transactions Act 53. 
 
Consent is only required by s 9 if the recipient is neither a Commonwealth entity nor acting 
on behalf of such an entity. In that case that person must consent to the use of electronic 
communications by the person providing the information, signatures or documents in order for 
sections 9-12 to have effect. Section 5 of the Commonwealth Electronic Transactions Act 
defines 'consent' to include consent that can reasonably be inferred from the conduct of the 
person concerned. For example, the fact that a person has used electronic mail to 
communicate with a Commonwealth entity indicates the person’s consent to receiving further 
information at that email address.  However, consent cannot be inferred from an electronic 
communication that contains an express refusal not to deal via electronic means.   Thus if a 
person sends an electronic communication with the message that he or she did not want to 
receive any or all information in the form of an electronic communication, then that express 
withdrawal of consent must be accepted. 
 
                                                
51  Electronic Transactions Act 1999 (Cth), section 9(4). 
52  Electronic Transactions Act 1999 (Cth), section 9(5)(j). 
53  Electronic Transactions Act 1999 (Cth), section 9(3). Data storage device is defined in section 5 as “any 
article or material (for example, a disk) from which information is capable of being reproduced, with or 
without the aid of another article or device”. 
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2.3.4  Signature 
Section 10, which is based on Article 7 of the UNCITRAL Model Law on Electronic 
Commerce, sets out the basic elements of a signature that an electronic signature method 
must satisfy. These are: 
• a method is used to identify the person and to indicate the person's approval of the 
information communicated (the method used to identify the person is called an 
‘electronic signature’) 
• where a person must provide a signature to a Commonwealth entity the person must 
comply with any information technology requirements in relation to the signature 
method. This is the information technology requirement and is similar in purpose 
to that of sections 9(1)(b) and 9(2)(b) 
• where the signature is required to be given to a person who is not a Commonwealth 
entity, that person must consent to the use of that signature method54. This is similar 
to section 9(1)(d) 
The method a person chooses to use to satisfy the signature requirement must both identify 
the person and their approval of the contents of the electronic communication, but it does not 
have to verify the integrity of the communication.   
This section reflects the technological neutrality approach of the Act.  Instead of specifying 
detailed standards for particular types of signature methods, section 10 allows any method to 
qualify as an electronic signature so long as the method identifies the person and indicates 
that person’s approval of the contents of the electronic communication. Similar to the 
information technology requirement in section 9, Government agencies may only specify 
relevant general or open standards that the signature method should comply with. An 
example would be the Gatekeeper system55. The Gatekeeper Strategy was developed to 
address the need for a national public key technology (PKT) framework to authenticate users 
of electronic online services so that Government agencies can ensure the integrity, security 
and authenticity in the transmission of information and transaction of business. It is mandatory 
for all Commonwealth Government agencies to use Gatekeeper when an online 
authentication system is required. The requirement set out in subsection 19(b) that the 
signature method must be as reliable as appropriate for the purposes for which the 
information was communicated ensures that a signature method that was appropriate at the 
time it was used will not be rendered invalid later56.  Some factors that could be taken into 
                                                
54  Electronic Transactions Act 1999 (Cth), section 10(1). 
55  The Gatekeeper project and public key technology is administered by the National Office of the Information 
Economy and more information can be located at the NOIE website at 
http://www.govonline.gov.au/projects/publickey/Gatekeeper.htm The criteria for accreditation are available 
at www.govonline.gov.au/projects/publickey 
56  Revised Explanatory memorandum to the Electronic Transactions Bill 1999 (Cth), at 32. 
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account when determining the appropriateness of the signature method are set out in the 
Explanatory Memorandum–  
• the function of signature requirements in the relevant statutory environment; 
• the type of transaction; 
• the capability and sophistication of the relevant communication systems; and  
• the value and importance of the information in the electronic communication.57 
The operation of other Commonwealth laws that makes special provisions about electronic 
signatures or other methods used to identify the author of the communication will not be 
affected by the section 1058. 
2.3.5  Attribution of electronic communication  
The Expert Group in its report to the Attorney-General59 recommended that “legislated 
attribution rules should not go beyond restating the common law”60 and was the opinion that 
Articles 13(1) and 13(2)(a) of the UNCITRAL Model Law on Electronic Commerce did so61, 
the effect of which would place addressees of electronically signed data messages in a better 
position than addressees of manually signed paper-based messages.  
Following the recommendation of the Expert Group, section 15 of the Commonwealth 
Electronic Transactions Act does not follow the attribution provisions in the UNCITRAL Model 
Law on Electronic Commerce. Under the Commonwealth Electronic Transactions Act, the 
operation of the laws of agency, including the doctrines of apparent and actual authority, are 
preserved.  Section 15 restates the existing common law in relation to the attribution of 
communications: subject to variation by agreement between the parties to the electronic 
communication, a purported sender of an electronic communication is only bound by that 
communication if the communication was actually sent by the purported sender or the 
purported sender’s authority62. Section 15(2) acts to ensure that the existing law of agency is 
not affected by the rule set out in section 15(1)63.   
                                                
57  Revised Explanatory Memorandum to the Electronic Transactions Bill 1999 (Cth), at 32. 
58  See Electronic Transactions Act 1999 (Cth), section 10(2). 
59  Report of the Electronic Commerce Expert Group to the Attorney General 31 March 1998, Electronic 
Commerce: Building the Legal Framework, Chapter 4. 
60  Report of the Electronic Commerce Expert Group to the Attorney General 31 March 1998, Electronic 
Commerce: Building the Legal Framework, para 4.5.78. 
61  Report of the Electronic Commerce Expert Group to the Attorney General 31 March 1998, Electronic 
Commerce: Building the Legal Framework, para 4.5.63: “Article 13 rules, when considered in conjunction 
with existing Australian law, is to irrevocably or presumptively (depending on the circumstances) allocate 
the risk of loss arising from unauthorised or altered messages to the apparent originator rather than the 
addressee”. 
62  Electronic Transaction Act 1999 (Cth), section 15(1).  
63  Electronic Transaction Act 1999 (Cth), section 15(2) provides: “Subsection (1) is not intended to affect the 
operation of a law (whether written or unwritten) that makes provision for: (a) conduct engaged in by a 
person within the scope of the person’s actual or apparent authority to be attributed to another person; or 
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Regulations can exempt section 15 from applying to specified electronic communications64 or 
to specified laws of the Commonwealth65. Section 15 will not affect the operation of aspects of 
the laws of evidence relating to admissions66.  
2.3.6  Implementation 
The Act had a two-stage implementation. Before 1 July 2001 it only applied to laws of the 
Commonwealth specified in the regulations. From 1 July 2001 it applies to all laws of the 
Commonwealth unless they have been specifically exempted from the application of the Act. 
This is to allow agencies time to put in place the requisite information systems to 
communicate electronically with their clients in line with the Prime Minister's commitment that 
all appropriate services will be delivered electronically by 2001.  
2.4  States and Territories 
Recognising that a national approach to electronic transactions is essential to the success of 
electronic commerce in Australia, the Commonwealth Government worked in close 
cooperation with the State and Territory Governments to develop a uniform Electronic 
Transactions Bill. This legislation was developed in consultation with the States and 
Territories through the Standing Committee of Attorneys-General. It takes the form of a 
uniform model law for adoption in all Australian jurisdictions. An issues paper was released 
for consultation on the uniform model law. The uniform Bill is closely modelled on the 
Commonwealth's Electronic Transactions Act 1999 and mirrors the substantive provisions of 
the Commonwealth's Act. On 3 April 2000 the Attorney-General announced that all 
jurisdictions had endorsed the uniform Bill67. To date, the following States and Territories 
have enacted complementary legislation: New South Wales68, Victoria69, Queensland70, 
Tasmania71, Northern Territory72, Australia Capital Territory73 and South Australia74. The 
Electronic Transactions Bill 2001 (WA) was introduced into the Western Australia Parliament 
on 1 August 2001. The Bill was referred to the Standing Committee on Legislation on 23 
                                                                                                                                         
(b) a person to be bound by conduct engaged in by another person within the scope of the other person’s 
actual or apparent authority”. 
64  Electronic Transaction Act 1999 (Cth), section 15(3). 
65  Electronic Transaction Act 1999 (Cth), section 15(4). 
66  Electronic Transaction Act 1999 (Cth), section 15(5). These are: section 87 or 88 of the Evidence Act 1995 
(Cth), or a law of a State or Territory that corresponds to section 87 or 88 of the Evidence Act 1995 (Cth), 
or a law of a State or Territory, or a rule of common law, that provides for a statement made by a person to 
be treated as an admission made by a party to a proceeding in a court.  
67  http://www.law.gov.au/aghome/agnews/2000newsag/725_00.htm  
68  Electronic Transactions Act 2000  (NSW) (date of commencement: 30 November 2001).  
69  Electronic Transactions (Victoria) Act 2000 (Vic) (date of commencement: 1 September 2000).  
70  Electronic Transactions (Queensland) Act 2001 (Qld) (commenced 1 November 2002). 
71  Electronic Transactions Act 2000 (Tas), (date of commencement: 1 June 2001). 
72  Electronic Transactions (Northern Territory) Act 2000 (NT) (date of commencement: 13 June 2001). 
73  Electronic Transactions (Australian Capital Territory) Act 2000 (ACT) (date of commencement: ss 1 & 2: 8 
March 2001; ss 3-15: 1 July 2001). 
74  Electronic Transactions Act 2000 (SA) (date of commencement: 1 November 2002, see Gaz. 29 August 
2002, p. 3212). 
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October 2001 and on 14 August 2002 was reinstated to the stage reached in the previous 
session.75  
The State and Territory laws are substantially similar, but not identical, to the Commonwealth 
legislation. One significant difference in the operation of the State Acts from the 
Commonwealth Act is their application to the common law of the State. The Commonwealth 
ETA has application only to legislation passed by parliament. Differences between the 
Commonwealth and State legislation are highlighted later in this paper.76 
 
2.5  Adoption of the Framework in Queensland 
The Electronic Transactions (Queensland) Bill 2000 (Qld) was introduced into the 49th 
Queensland Parliament on 9 November 2000 by the then Attorney-General, the Hon M J 
Foley MP. Following the February 2001 State Election, it was reintroduced into the 
Queensland Parliament on 3 April as the Electronic Transactions (Queensland) Bill 2000 
(Qld) by the Attorney-General and Minister for Justice, the Hon R J Welford MP and was 
passed during the 50th session. The Act came into force on 1 November 2002. 
 
2.5.1  Objectives 
The Act aims to remove legal impediments to electronic commerce based on the principles of 
media and technology neutrality. This Act is not identical to the Electronic Transactions Act 
1999 (Cth), but similar to the extent that it closely mirrors the substantive provisions of the 
Commonwealth’s Act. 
  
The object of the Act is to provide a regulatory framework that: 
(a) recognises the importance of the information economy to the future economic and 
social prosperity of Queensland; and 
(b) facilitates the use of electronic transactions; and 
(c) promotes business and community confidence in the use of electronic transactions; 
and 
(d) enables business and the community to use electronic communications in their 
dealings with government77. 
 
Section 8 sets out a general rule to the effect that, for the purposes of a law of the State, a 
transaction is not invalid because it took place wholly or partly by means of one or more 
electronic communications. The general rule is expressed to be subject to other provisions 
within that chapter dealing with the validity of transactions.  
 
                                                
75  As at 31 December 2002 the Bill had not been passed. 
76  See [2.6] below. 
77  Electronic Transactions (Queensland) Act 2001 (Qld), section 3. 
 25
Electronic communication is defined as: 
(a) a communication of information in the form of data, text or images by guided or 
unguided electromagnetic energy; or 
(b) a communication of information in the form of sound by guided or unguided 
electromagnetic energy, if the sound is processed at its destination by an automated 
voice recognition system78. 
 
This definition is similar to that of the Commonwealth’s Electronic Transactions Act. The term 
“transaction” is also defined widely under the Electronic Transactions (Queensland) Act 2001 
(Qld) as including any transaction in the nature of a contract, agreement or other 
arrangement, and also includes any transaction of a non-commercial nature79.  
 
2.5.2  Writing 
The Electronic Transactions (Queensland) Act 2001 (Qld) provides that a law requiring or 
permitting the giving of information in writing can be satisfied by the giving of information by 
way of an electronic communication, provided that certain conditions are satisfied.  
 
These are: 
(a) it must be reasonable to expect that the information will continue to be readily 
accessible so as to be useable for future reference (readily accessible requirement); 
and 
(b) the recipient of the information must consent to being given information by means of 
an electronic communication (consent)80. 
 
The first condition is also found in the Commonwealth Electronic Transactions Act but the 
second condition under the Commonwealth Electronic Transactions Act applies only to non-
Government recipients of electronic communications81. The Commonwealth Electronic 
Transactions Act also specifies two additional conditions that must be complied with where 
the recipient of the information is a Commonwealth Government entity (or a person acting on 
its behalf): 
• the information technology requirement82; and 
• the verification requirement83. 
                                                
78  Electronic Transactions (Queensland) Act 2001 (Qld), section 6. 
79  Electronic Transactions (Queensland) Act 2001 (Qld), section 6. 
80  Electronic Transactions (Queensland) Act 2001 (Qld), sections 11(2) and 12(2). Corresponding section in 
Electronic Transactions Act 1999 (Cth) is section 9. 
81  See Electronic Transactions Act 1999 (Cth), sections 9(1)(d) and 9(2)(d). 
82  Electronic Transactions Act 1999 (Cth), section 9(1)(b): “if the information is required to be given to a 
Commonwealth entity, or to a person acting on behalf of a Commonwealth entity, and the entity requires 
that the information be given, in accordance with particular information technology requirements, by means 
of a particular kind of electronic communication—the entity’s requirement has been met”. 
83  Electronic Transactions Act 1999 (Cth), section 9(1)(c): “if the information is required to be given to a 
Commonwealth entity, or to a person acting on behalf of a Commonwealth entity, and the entity requires 
that particular action be taken by way of verifying the receipt of the information—the entity’s requirement 
has been met”. 
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Under the Electronic Transactions (Queensland) Act 2001 (Qld) (and in complementary 
legislation in other States and Territories), the consent requirement applies to all recipients of 
electronic transactions, whether a Government body or member of the public. Unlike the 
Commonwealth Electronic Transactions Act, “consent” under the Electronic Transactions 
(Queensland) Act 2001 (Qld) is defined as not including consent that is given subject to 
conditions, unless the conditions are complied with84. This allows recipients (even 
Government agency recipients) to set the conditions upon which it will conduct transactions in 
electronic form, one such condition may be specifying the type of information technology that 
must be used. The Commonwealth Electronic Transactions Act does not require such a 
provision because of the information technology condition that applies where the recipient is a 
Commonwealth Government entity. As discussed above, the information technology condition 
explicitly allows a Commonwealth Government entity to impose information technology 
requirements on the way in which information may be sent by way of an electronic 
communication.  
 
Similar to the Commonwealth Electronic Transactions Act, section 10 of the Electronic 
Transactions (Queensland) Act 2001 (Qld)85 provides a non-exhaustive list of circumstances 
that would be regarded as the giving of information: 86  
• applying for a licence; 
• lodging a claim for a government benefit or grant; 
• making a request for information under the Freedom of Information Act 1992 (Qld)); 
• issuing a certificate (eg for accreditation as a trainer); 
• lodging an objection (eg under environmental or planning laws); 
• lodging a complaint to the Office of Fair Trading about a problem with a retailer 
.  
 
Sections 11 and 12 will not affect the operation of another State law specifying particular 
information technology requirements for the giving of the information will not be affected by 
sections 11 and 1287. 
 
2.5.3  Signature 
Section 14 provides that a person who is required to give a signature under a law of the State 
may instead use an alternative means of authenticating the person's identity in relation to an 
                                                
84  See Electronic Transactions (Queensland) Act 2001 (Qld), section 6 dictionary: “consent” includes consent 
that can reasonably be inferred from the conduct of the person concerned, but does not include consent 
given subject to conditions unless the conditions are complied with. Section 5 Commonwealth ETA: 
“consent” includes consent that can reasonably be inferred from the conduct of the person concerned. 
85  Equivalent section in the Electronic Transactions Act 1999 (Cth) is section 9(5). 
86  Dixon N, Queensland Parliamentary Library, “Towards the ‘Smart State’: The Electronic Transactions 
(Queensland) Bill 2001”, April 2000, Brisbane, at 10. 
87  Electronic Transactions (Queensland) Act 2001 (Qld), section 13; Electronic Transactions Act 1999 (Cth), 
section 9(3). 
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electronic communication of information. For an alternative means of authentication to be 
acceptable: 
 
(a) those means must identify the person and indicate the person's approval of the 
information being communicated; and 
(b) those means must be as reliable as is appropriate for the purposes for which the 
information is communicated; and 
(c) the recipient of the information must consent to the use of those means88. 
 
Similar to the writing requirements, the consent condition for signature requirements under 
the Electronic Transactions (Queensland) Act 2001 (Qld) applies to all recipients of electronic 
transactions whereas under the Commonwealth Electronic Transactions Act, it applies only to 
non-Government recipients of electronic communications89. As discussed above, the 
definition of consent under the Electronic Transactions (Queensland) Act 2001 (Qld) allows 
recipients (even Government agency recipients) to set the conditions upon which it will 
conduct transactions in electronic form. The information technology condition in the 
Commonwealth Electronic Transactions Act allows a Commonwealth Government entity to 
impose information technology requirements on the electronic signature method used 90. 
 
The signature provisions do not affect the operation of any other State law that makes special 
provisions about electronic signatures or other methods used to identify the author of the 
communication91. 
 
2.5.4  Attribution of electronic communications 
Section 26 deals with attribution of electronic communications and mirrors the Commonwealth 
Electronic Transactions Act. It provides that the purported originator of the electronic 
communication is bound by the communication only if it was sent by the purported originator 
or with their authority.  Also similar to the Commonwealth Electronic Transactions Act, section 
26 will not effect provisions relating to conduct engaged in by a person within their actual or 
apparent authority or to provisions binding a person due to conduct by another within that 
other's actual or apparent authority.92 
 
                                                
88  See Electronic Transactions (Queensland) Act 2001 (Qld), sections 14(a)-(c). Under the Commonwealth 
Electronic Transactions Act 1999 (Cth) government entities do not have a choice, see Electronic 
Transactions Act 1999 (Cth), sections 10(1)(a) and (b). 
89  See Electronic Transactions Act 1999 (Cth), section 10(1)(d). 
90  Section 10(1)(c): “if the signature is required to be given to a Commonwealth entity, or to a person acting 
on behalf of a Commonwealth entity, and the entity requires that the method used as mentioned in 
paragraph (a) be in accordance with particular information technology requirements—the entity’s 
requirement has been met”. 
91  Electronic Transactions (Queensland) Act 2001 (Qld), section 15, Electronic Transactions Act 1999 (Cth), 
section 10(2). 
92  Electronic Transactions (Queensland) Act 2001 (Qld), section 26(2). 
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2.6  Differences in application between Queensland Electronic Transactions 
Act and the Commonwealth Electronic Transactions Act  
 
2.6.1  Application to Contract Law 
 
The Electronic Transactions (Queensland) Act 2001 (Qld) applies to the common law of 
contract. For the purposes of the Act, ‘a State law’ includes any law in force in the State, 
whether written or unwritten93. This means that the Act will impact on the existing legal 
framework for contractual, equitable and common law principles as well as any statutory 
rules. Under the Commonwealth Electronic Transactions Act, as previously discussed, 
statutory laws of the Commonwealth are covered by the term ‘law of the Commonwealth’, not 
ordinary common law or equitable principles94. 
 
2.6.2  Exemptions 
Under the Commonwealth Electronic Transactions Act, regulations may be made to preclude 
persons from being able to satisfy legal requirements for writing, signatures, production and 
retention of documents by electronic means95. Currently, the Electronic Transactions 
Regulations 2000 (Cth) contain 157 items identifying 101 laws of the Commonwealth that are 
exempted from the operation of the Act. This includes both legislation and subordinate 
legislation.  
Exemptions are also included in Schedules 1 and 2 of the Electronic Transactions 
(Queensland) Act 2001 (Qld).  The Acts listed in Schedule 1 will be excluded from the 
operation of the Electronic Transactions (Queensland) Act 2001 (Qld) for a period of 2 years. 
After that time it is proposed that amendments to the particular legislation will specifically 
address the issue of electronic transactions.  
                                                
93  Electronic Transactions (Queensland) Act 2001 (Qld), section 6. 
94  Section 5 of the Electronic Transactions Act 1999 (Cth) define “law of the Commonwealth” as (before 1 
July 2001) a law of the Commonwealth specified in the regulations.  
95  See Electronic Transactions Act 1999 (Cth), section 13.  
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PART 3 - WRITING AND SIGNATURE REQUIREMENTS FOR 
TRADITIONAL PHYSICAL MEDIA 
 
 
3.1 History and Background of Statute of Frauds 
Only remnants of the original Statute of Frauds96 survive in modern times.  The preamble to 
the first enactment of the Statute of Frauds in 1677 stated that it was an Act “For prevention 
of many fraudulent practices which are commonly endeavoured to be upheld by perjury and 
subordination of perjury”.  The main purpose of the Statute, and the surviving sections, is to 
prescribe writing and signature as necessary for the enforceability of transactions relating to 
the disposition of or creation of an interest in land and, in Queensland only, the enforcement 
of guarantees.  The Statute, or what remains of it, in the various Australian jurisdictions,97 
probably serves different objectives if one looks at its original purpose.  It was largely enacted 
as a rule of evidence in times when actions on contracts were tried before a jury, a most 
unsatisfactory tribunal for that purpose. In the sixteenth century when juries could make 
decisions on material that was not adduced in evidence, many groundless claims were 
brought by unscrupulous litigants on the basis of manufactured evidence.98 Further, many 
jurors, a good proportion of who were illiterate, lacked the knowledge and sophistication to 
understand the evidence adduced and the rules of evidence disqualified interested parties 
from giving evidence on their own behalf. The Statute was thus conceived in times which 
could not be further removed from circumstances of the present day. The Statute of Frauds 
originally contained some 25 sections dealing with a variety of matters not all connected with 
the disposition of an interest in land or guarantees. Indeed, not all sections related to the 
prevention of fraud or perjury, however, those which did set out minimum requirements for 
writing and signatures for enforceability of certain transactions.  
 
Where the statute still exists in some form, as in Queensland today, resort must be had to 
cases on its interpretation. Of these, it has been said:   
 
“Upon the foundations thus darkly laid, a vast structure of case law has been 
erected….Through this maze of litigation, it is difficult to trace any guiding 
principle….In the first place, the language of the statute was more than usually 
obscure…..In the second place, literal application of so imperfect a statute was likely 
to defeat its cardinal aim and convert it into a potent instrument of fraud….”99 
                                                
96  (1677) 29 Car II, c 3. 
97  Conveyancing Act 1919 (NSW), sections 23B, 23C, 23D, 54A; Property Law Act 1958 (Vic), sections 52, 
53, 54; Property Law Act 1974 (Qld), sections 10, 11, 12, 56, 59; Law of Property Act 1936 (SA), sections 
26, 28, 29, 30; Property Law Act 1969 (WA), sections 33, 34, 35; Conveyancing and Law of Property Act 
1884 (Tas), sections 36, 60(1), 60(2), 60(3), 60(4). 
98  Furmston MP, Cheshire and Fifoot’s Law of Contract, 10th ed, Butterworths, London, 1981, at 175. 
99  Ibid at 176. 
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It is gainsaid that the conditions leading to the enactment of the Statute no longer exist and, in 
fact, have not existed for some centuries. In the United Kingdom a review of the original 
statute lead to its repealed in 1989 and replacement by the Law of Property (Miscellaneous 
Provisions) Act 1989 (UK) from 27 September 1989. By Section 2(1) of that Act contracts for 
the sale or other disposition of an interest in land can only be made in writing and only by 
incorporating all the terms which the parties have expressly agreed in one document, or 
where contracts are exchanged, in each. The requirements of signature by the disponor of the 
interest or that person’s lawfully authorised agent are still necessary100. The requirements 
relating to guarantees remain the same101. However, one significant difference of great 
consequence wrought by the amending legislation is that contracts not meeting the full 
requirements are void and not merely unenforceable.102 This rule does not apply to 
guarantees which are still governed by the former requirements of writing and signature103. 
This review of the law in the United Kingdom must surely call for a similar review in 
Australasia although such a measure is not the focus of this Report. It is noteworthy that, 
regardless of any review, if the lead of the United Kingdom were followed here104, there would 
still be requirements of writing and signature and still the necessity to ensure that they were 
congruent with the provisions of the Electronic Transactions (Queensland) Act 2000 (Qld). 
                    
3.2 Current Writing Requirements for a Land Transaction and Guarantee 
A contract for the disposition of an interest in land will only be enforceable if the contract is in 
writing signed by the party to be charged. Section 59 of the Property Law Act 1974 (Qld) 
provides: 
 
 Section 59 Contracts for sale etc of land to be in writing 
59. No action may be brought upon any contract for the sale or other disposition of 
land or any interest in land unless the contract upon which such action is brought, or 
some memorandum or note of the contract, is in writing, and signed by the party to be 
charged, or by some person by the party lawfully authorised. 
 
A guarantee will only be enforceable if the guarantee is in writing. Section 59 of the Property 
Law Act 1974 (Qld) provides: 
 
…No action shall be brought upon any promise to guarantee any liability of another 
unless the promise  upon which the action is brought, or some memorandum or note  
                                                
100       Property (Miscellaneous Provision) Act 1989 (UK), section 2(3).  
101       Law of Property Act 1925 (UK ), section 40(1). 
102       United Bank of Kuwait v Sahib [1997] Ch 107 at 122. 
103       Elpis Maritime Chartering Co Ltd  v Marti Chartering Co Inc [1992]  1 A.C. 21 at 28 (HL). 
104  Beatson J, Anson’s Law of Contract, 27th ed. Oxford University Press, Oxford, 1998, pp81-88 contains a 
valuable exposition into the effect of the new legislation. 
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of the promise is in writing ,signed by the party to be charged or by some other 
person by that party lawfully authorised...105  
 
 
3.2.1  Why does the Property Law Act require a land contract to be in writing? 
In 1677, the laws of evidence were in a comparatively undeveloped state, particularly the 
rules relating to the reception of oral evidence.  The Statute of Frauds gave some certainty in 
relation to evidence of specified transactions where it prescribed writing and a signature, to 
some extent, overcoming the idiosyncratic responses of medieval juries.106  A number of 
writers have questioned the worth of the continuing application of these requirements, one 
noting that “after some three centuries of general abuse and judicial evasion” its survival may 
perhaps now be justified only by the comparative complexity of the land transaction rather 
than by reference to fraudulent practices.107  Similarly, another learned author has 
commented upon the case law that has accumulated around the Statute which illustrates the 
reluctance of judges to allow unmeritorious parties to take advantage of it and escape their 
bargains, especially through the equitable device of the doctrine of part performance which 
developed to defeat such injustices.108  Judicial criticism of the Statute commenced at an 
early stage and continued, certainly in the United Kingdom, up until the present day,109 to 
such an extent that it has now been repealed in England and replaced. However, the new 
legislation, Law of Property (Miscellaneous Provisions) Act 1989 (UK), continues to require 
land contracts to be in writing and signed by the parties or their authorised agents. The 
importance of maintaining the Statute of Frauds in some guise is linked to the purpose of the 
writing requirement. Even modern policies point to certain imperatives in the enforcement and 
validity of land transactions: 
1. The need for certainty within contractual relationships; 
2. The importance of the parties giving serious deliberation to a decision to enter a land 
transaction; 
3. The need to memorialise the agreement for later reference; and 
4. The importance of authentication of the contract to inhibit the likelihood of fraud. 
 
The original purpose of the writing requirement as a memorial of the bargain emphasises the 
need for the writing to be permanent and capable of being referred to by the parties at a later 
                                                
105  Instruments Act 1958 (Vic), section 126; Law Reform (Statute of Frauds ) Act 1962 (WA), section 2; 
Mercantile Law Act 1935 (Tas), section 3; Law of Property Act 1958 (NT), section 58. 
106  Williams J, The Statute of Frauds, Section 4 – In the Light of Its Judicial Interpretation, Cambridge 
University Press, 1932, at xxx – xxxii. 
107   Farrand J T, Contract and Conveyance, 4th ed, Oyez Longmans, London, 1983, at 32. 
108  Megarry R and Wade HWR, The Law of Real Property, 5th ed, Stevens & Sons Limited, London, 1984, at 
571. 
109  Simon v Metivier (1766) 1 Black W 599 at 601 per Wilmot J; 96 ER 347; Hanau v Ehrlich [1911] 2 KB 1056 
at 1066 per Fletcher Moulton LJ; Wakeham v MacKenzie [1968] 1 WLR 1175. 
 32
date. It protects against the impermanence of oral promises and the vagaries of individual 
memories.110 
 
3.2.2 Judicially Accepted Forms of “writing” for the Statute of Frauds 
It is obvious from an examination of the judicial authorities that courts in the past have 
primarily been concerned with the question whether a paper document has contained all of 
the necessary terms to sufficiently evidence an agreement in writing. Little or no consideration 
has been given to the nature of the media in which the terms have been evidenced. The fact 
the document was in writing has been assumed as obvious in the circumstances. “Writing” as 
defined in the Acts Interpretation Act 1954 (Qld) applies to the use of the word in s 59 of the 
Property Law Act 1974 (Qld), where it is defined to include “any mode of representing or 
reproducing words in a visible form”. This definition is couched broadly and it is possible to 
argue that both a tangible and intangible document may satisfy the definition. As a general 
principle, the reported cases indicate that the courts will be satisfied where the contract 
between the parties has been reduced to a tangible form which can later be relied upon as a 
record of the bargain between the parties. To date a reduction in tangible form has usually 
resulted in the creation of a document or some other printed version of the agreement 
 
The actual wording of the Property Law Act 1974 (Qld) speaks of the need for “some 
memorandum or note of the contract” to be in writing. The emphasis in the legislation is 
therefore on the existence of a paper and ink document. This has been broadly interpreted to 
not only contemplate an entire agreement being in one document but also instances where 
the memorandum may be contained in more than one document or circumstances where, the 
contract may be partly oral and partly in writing.  Where there are two or more documents 
relied upon to evidence a note of memorandum, these may be constituted, for example, by a 
receipt containing sufficient particulars,111 a series of letters signed either by the parties to the 
contract or a lawfully authorised person,112 a cheque,113 or a combination of such documents. 
 
If the memorandum in writing being relied upon consists of a number of different documents, 
it is necessary to prove some connection between them.  If there is no physical connection ie 
they are not stapled together, there should be some internal reference in the existing writing 
which either recognises the existence of the contents of one or more of the documents relied 
upon or recognises the sequence of documents of which it forms a part.  The need for internal 
recognition of material comprising a memorandum in one or more documents was explained 
by Jenkins LJ in Timmins v Moreland Street Property Co Ltd 114 when he said: 
 
                                                
110  Kidd DL and Daughtrey WH, “Adapting Contract Law to Accommodate Electronic Contracts: Overview and 
Suggestions” (2000) 26 Rutgers Computer & Technology Law Journal 215 at 248 
111  Hawkins v Price [1947] Ch 645; Beckett v Nurse [1948] 1 KB 535.  
112  Elias v George Sahely & Co (Barbados) Ltd [1983] 1 AC 646. 
113  Stokes v Whicher [1920] 1Ch 441; Grime v Bartholomew [1972] 2 NSW LR 827. 
114  [1958] Ch 110. 
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“It is still indispensably necessary, in order to justify the reading of documents 
together for this purpose, that there should be a document signed by the party to be 
charged, which, while not containing in itself all necessary ingredients of a required 
memorandum, does contain some reference, express or implied, to some other 
document or transaction.  Where any such reference can be spelt out of a document 
so signed, then parol evidence may be given to identify the other document referred 
to as the case may be, to explain the other transaction, and to identify the document 
relating to it”.115 
 
Thus, to determine whether the memorandum or series of memoranda contain all the 
necessary terms, it is necessary to consider what internal reference there is in one document 
to the other or other documents.116  The chronology of creation of the documents is not 
critical,117 but the documents relied upon must certainly be in existence before any action 
upon them is commenced.118 
 
In broad terms, the note or memorandum must not only be in writing but should also identify 
the parties, the subject matter of the contract and any essential terms or conditions.  If a party 
is not identified by name, the capacity in which they contract which could lead to their 
identification may be sufficient.119 Similarly, a general description of a property is sufficient 
provided it refers to some particular property and parol evidence can be adduced to properly 
identify it in detail.  Problems have arisen where one of the essential terms of the contract has 
been nowhere stated in writing and this can be fatal to the validity of the memorandum.120  
 
Although there are conflicting views on the matter, it does appear that the memorandum 
relied upon should recognise the existence of an agreement, oral or otherwise either in form 
or by way of acknowledgement of an existing agreement.121 A court will therefore be wary of 
accepting writing, even in the form of an offer, which does constitute a sufficient 
memorandum but where it may be clear that the written offer has not been accepted or where 
it is subject to some condition precedent to the contract coming into existence and where that 
condition precedent has not been fulfilled.122  
 
Therefore, within Australian and English jurisdictions the courts have readily accepted a 
variety of physical media to be “in writing” for the purposes of the Statute of Frauds. 123  
Assuming the parties have reached a concluded agreement and all of the terms are 
evidenced in the documents the following is a summary of the types of media which has been 
accepted as writing: 
                                                
115  Ibid at 130. 
116  Elias v George Sahely Co (Barbados) Ltd [1983] 1 AC 646 at 655. 
117  Timmins v Moreland Street Property Co Ltd [1958] Ch 110 at 123. 
118  South Coast Oils (Qld) Pty Ltd v Look Enterprises Pty Ltd [1988] 1 Qd R 680. 
119  Basma v Weeks [1950] AC 441 at 454. 
120  Sinclair Scott Co Ltd v Naughton (1929) 43 CLR 310 at 318, 328-329. 
121  Pirie v Saunders (1961) 104 CLR 149 at 154-155. 
122  Darter Pty Ltd v Malloy [1993] 2 QdR 615 at 618-619. 
123  Where the memorandum or note does not meet the criteria in the Act, a contract not meeting the formalities 
may still be enforced in equity by the application of the doctrine of part performance.  This doctrine arose 
from the necessity to prevent persons who were parties to oral agreements affected by the Statute of 
Frauds from unconscionably taking advantage of the lack of formalities when the other party had acted 
honestly and in the belief that the formalities had been met. 
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 A recital in a will124  
 An affidavit 125 
 Letters126 
 A reply to a requisition127 
 A statement in a rent book128 
 A recital in a settlement 129 
 A receipt130 
 A cheque131 
 Telegrams132 
 Bills of exchange133 
 Facsimiles134 
 
In the United States a similar list of physical media has been accepted as being writing for the 
purposes of the Statute of Frauds.135 Additionally, a series of decisions has considered the 
application of the Statue of Frauds to a variety of situations involving the use of emails in 
property transactions.  The clear view of the United States courts is that an email is a 
sufficient writing for the purposes of the Statute of Frauds provided the email evidences the 
agreement between the parties and is signed.  For example, in Shattuck v. Klotzbach136, the 
parties created an agreement of sale by e-mail. The court had no difficulty in concluding and 
in fact the court accepted without argument that the emails were writing for the purposes of 
the statute. The more difficult question for the court was whether the emails were signed in 
compliance with the Statute of Frauds.137 Although emails are accepted within the United 
States as being writing the next question is whether the acceptance of emails as writing 
translates by analogy to a web based electronic document which may never be printed. 
 
 
                                                
124  Re Hoyle, Hoyle v Hoyle [1893] 1 Ch 84. 
125  Barkworth v Young (1856) 4 Drew 1. 
126  Gibson v Holland (1865) LR 1 CP 1, Smith-Bird v Blower [1939] 2 All ER 406, Baumann v James (1868) 3 
Ch App 508; Burgess v Cox [1950] 2 All ER 1212; Johnston v Ball [2002] QSC 110 (26 April 2002). 
127  Buxton v Bellin (1877) 3 VLR 243. 
128  Hill v Hill [1947] Ch 231, 1 All ER 5. 
129  Re Holland, Gregg v Holland [1902] 2 Ch 360. 
130  Evans v Prothero (1852) 1 De GM & G 572; Long v Millar (1879) 4 CPD 450; Studds v Watson (1884) 28 
ChD 305. 
131  Timmins v Moreland Street Property Co Ltd (1958) Ch 110. 
132  Godwin v Frances (1870) LR 5 CP 295; McBlain v Cross (1871) 25 LT 804. 
133  G + H Montage GmbH (formerly Grunzweig und Hartmann Montage GmbH) v Irvani (1990) 2 All ER 225. 
134  Parkersinclair Chemicals (Aust) Pty Ltd v Asia Associates Inc [2000] VSC 362; Federation Properties Pty 
Ltd v Tzioras [2001] VSC 125; Pico Holdings Inc v Turf Club Australia Pty Ltd [2002] QSC 086; Aga Khan v 
Firestone [1992] ILRM 31. 
135  Telegrams: Yaggy v B.V.D. Co (1970), 7 N.C. App. 590; Gibson v De La Salle Institute 152 P.2d 774 (Cal. 
App. 1944). Facsimiles: WPP Group USA, Inc. v The Interpublic Group of Cos. Inc., slip op. (N.Y. Sup Ct. 
Oct 3, 1995); Beatty v First Exploration Fund 1987 & Co. 25 B.C.L.R.2d 377 (1988). 
136  2001 Mass. Super. LEXIS 642, 14 Mass. L. Rep. 360 (Mass. Super. Ct. 2001). 
137  For further examples refer to Airport Associates, LP et al. v. H & M Realty Associates, LLC, 799 A.2d; 2002 
R.I. LEXIS 165; The School Board of the Parish of St. Charles, et al v Roxco, Ltd and American Home 
Assurance Company, Civil Action No. 01-0359 Section “T”(2), United States District Court for the Easter 
District of Louisiana, 2002 U.S. Dist. LEXIS 10098; Ober Consulting v. eCredit.Com, Inc., 2000 Mass. 
Super. LEXIS 619. 
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3.3  Current Signature Requirements for a Land Transaction and Guarantee 
3.3.1  Why does the Statute of Frauds require a land contract to be signed?  
In Caton v Caton138 the House of Lords considered that the signature of a party should be 
placed on a document for the purposes of the Statute of Frauds to “authenticat[e] the 
instrument”.139 The requirement for the authentication of a contract for the sale of land relates 
directly to the stated object of the legislation as being for “the prevention of many fraudulent 
practices which are commonly endeavoured to be upheld by perjury and subordination of 
perjury.” Consequently the underlying functions that a signature serves within this context are: 
(i) it identifies the signatory; and 
(ii) evidences the party’s approval of the contents of the document;140 and 
(iii) provides integrity for the contract between the parties ensuring the reliability and 
admissibility of the parties’ agreement in a court.141 
 
To effectively serve the functions stated the courts have held that:  
 
(i) a signature should be a personal signature but can be provided in another form 
that is, by a seal or mark or under the hand of an authorised agent, in some 
cases. Extrinsic evidence would be admissible to identify the mark.  
(ii) the method of signature used must identify the party, evidence the party’s 
approval of the terms of the document and their intention to be bound and be 
intended by the party to be their signature. 
(iii) a physical signature or mark should be placed on a written document. This 
contributes to the purpose of the legislation in minimising perjury and forgery. A 
signature provides both a physical and visible alteration of the document that 
cannot be easily changed. 
 
3.3.2 What constitutes a signature at law?  
Very little judicial or academic comment exists to define a signature. It is suggested that this is 
because it is universally understood that a signature is a signatory’s name written in their own 
hand on a piece of paper.142 However, in some cases courts have accepted a range of 
signatures including crosses, initials, printed names and rubber stamps all by analogy with a 
written signature.143 This was achieved by determining if the method had already been 
recognised as valid and if not whether it was acceptable in the particular circumstances. No 
reasons or general principles were given, with the court in each case merely satisfying itself 
                                                
138  (1867) LR 2 HL127. 
139  Ibid at 139. 
140  Tiverton Estates Ltd v Wearwell Ltd [1975] 1 Ch 146. 
141  Leeman v Stocks [1951] 1 Ch 941 at 947-948. 
142  Refer to Reed C “What is a Signature?” 2000 (3) Journal of Information, Law and Technology located at 
http://elj.warwick.ac.uk/jilt/00-3/reed.html. See also the words of Denning LJ in Goodman v Eban [1954] 1 
QBD 550 at 561 “In modern English usage when a document is required to be “signed by” someone that 
means that he must write his name with his own hand upon it.” 
143  Refer to R v Moore Ex Parte Myers (1884) 10 VLR 322.   
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that the method achieved the same purpose as a personal signature. 144 The Acts 
Interpretation Act 1954 (Qld) defines sign as including “the attaching of a seal and the making 
of a mark”, but does not define signature. This definition would apply to section 59 of the 
Property Law Act 1974 (Qld), which provides for a contract or memorandum to be “signed” by 
the party to be charged. 
 
Within Australia support certainly exists for the word signature to bear its ordinary meaning. 
Windeyer J in Electronic Rentals Pty Ltd v Anderson145 stated that: 
But when a document is required by statute to be under a man’s hand or signed by 
him what is ordinarily meant is that he must personally sign it, with his name or his 
mark, by pen or by a stamp.146  
 
A broader view of the meaning of ‘signed’ is evident within English authorities which have 
been mostly concerned with whether the particular signature served the function of the 
legislation rather than the form of the signature. Sir Raymond Evershed MR in Goodman v J 
Eban147 stated that: 
 
It follows, then, I think, that the essential requirement of signing is the affixing, either by 
writing with a pen or pencil or by otherwise impressing on the document, one’s name or 
signature so as personally to authenticate the document 
 
Romer LJ in the same case agreed stating: 
  
The first reaction of many people, I think, would be that the impression of a name 
produced by a rubber stamp does not constitute a signature, and, indeed, in some sense, 
is the antithesis of a signature. When, however, the matter is further considered in the 
light of authority and also of the function which a signature is intended to perform one 
arrives, I think, at a different result.”148 
 
If the function of section 59 of the Property Law Act 1974 (Qld) is considered along with the 
definition of ‘signed’ in the Acts Interpretation Act 1954 (Qld) will something other than a 
personal signature satisfy that legislation? 
 
The Statute of Frauds permits the signature to be that of a lawfully authorised agent.  This is 
the only exception expressly countenanced by that legislation in the absence of a personal 
signature or what is accepted to be a personal signature.149 
                                                
144  In re Clarke 27 LJPM&A 18 (illiterate testator made his mark on will but wrong name written against the 
mark - extrinsic evidence admitted to show true identity of maker of mark); in re Field 3 Curt 752; Baker v. 
Dening 8 A&E 94 (signature valid even though signatory could write his name), In re Doe d. Phillips v. 
Evans 2 LJ Ex 193 (signature by seal valid for purposes of Insolvency Act); In Re Byrd 3 Curt 117 
(signature by seal invalid for purposes of Wills Act); Schneider v. Norris 2 M&S 286. 
145  (1971) 124 CLR 27. 
146  Ibid at 43. 
147  [1954] 1 QBD 550 at 557. This case involved a solicitor’s bill which had been signed with a facsimile of the 
firm’s name imposed by a rubber stamp. 
148  [1954] 1 QBD 550 at 563. 
149   In Re Whitley Partners Limited (1886) 32 ChD 337 at 341 per Bowen LJ. 
 37
 
In the United Kingdom a broad view of the type of signature required for the legislation has 
been adopted. The courts have accepted that where a person prepares a document and 
places their typed name on the document, which the other party signs, that typed name will 
be a valid signature for the Act.150 This would allow the requirements of the Property Law Act 
1974 (Qld) to be met by something other than a personal signature. Criticisms of this liberal 
approach exist151 with the Court of Appeal in Firstpost Homes Ltd v Johnson,152 considering 
that cases permitting a non-personal signature of a memorandum of contract for the sale or 
disposition of an interest in land under the Statute of Frauds 1677 and the Law of Property 
Act 1925 (UK) could not apply to the replacement legislation, the Law of Property 
(Miscellaneous Provisions) Act 1989. The Court of Appeal took the view that the underlying 
philosophy of the new Act was that the contract itself had to be in writing and signed, and 
extrinsic evidence of the terms of the contract or its signature were not to be used in deciding 
whether such a written contract had been created and approved. 
 
In Australia some authority exists for the view that that the requirements of the section for a 
signature could be met where the document is signed by an authorised agent of the party or 
by the party’s typed name appearing as a signature. However, the ‘authenticated signature 
fiction’ (as it came to be known) has not enjoyed the same success as it has done in the 
United Kingdom. For example in Leeman v Stocks153 the writing of the vendor’s name in a 
contract by an auctioneer was considered sufficient after the purchaser signed the same 
contract. By contrast in Madden v Wright154 the court was not satisfied that the typing of the 
purchaser’s name into the contract following the auction was sufficient. Execution of the 
contract by the purchaser or their agent was required. The small degree of success achieved 
for the authenticated signature fiction may stem from the decision of Wanstall J in Farrelly v 
Hircock (No 1)155 where his Honour stated: 
  
The authenticated signature fiction relied upon by the plaintiff in respect of the typed 
names of the defendants in the contract requires proof that the parties to be charged by 
their own act or that of their duly authorised agent, recognised the writing (though not 
personally signed) as being the final or complete record, (as it stood) of the contract. It 
has no application where it is the intention of all the parties that those parties charged 
shall subsequently subscribe their names by personal signature.156 
 
Generally, therefore, in Australia and the United Kingdom the authorities indicate a concern to 
ensure that the function of requiring a signature is met by whatever method is used but to 
date, the ordinary meaning of signature as being a mark on a written document has prevailed 
in the authorities. 
                                                
150  Evans v Hoare [1892] 1 QB 593; Leeman v Stocks [1951] Ch 941. 
151  See Durrell v Evans (1862) 1 H&C 174. 
152  [1995] 1 WLR 1567.  
153  [1951] 1 Ch 941. 
154  (1991) Q Conv R 54-586. 
155  [1971] Qd R 341. 
156  Ibid at 356. 
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Within the authorities although little judicial discussion of the meaning of the work signature 
occurs it is possible to extrapolate the various characteristics of signature which serve the 
functions of the Statute of Frauds: 
 
 signature is usually affixed through a physical process by the signatory or a 
person authorised by the signatory; 
 a signature can be affixed by mechanical means unless prohibited; 
 a signature is relatively difficult to effectively forge; 
 the signature becomes affixed to the document such that the signature,  
 document and contents become one composite physical thing; 
 a signature is relatively difficult to remove without a trace; 
 can be reproduced by a party and is relatively standard for all documents signed 
by the same person.157 
 
The challenge within an electronic environment is whether these functions and underlying 
characteristics of a personal signature can be replicated by an electronic signature. 
                                                
157  For further discussion of the characteristics of a signature refer to McCullagh A, Caelli W, Little P, 
“Signature Stripping: A Digital Dilemma” 2001 (1) Journal of Information, Law and Technology 
http://elj.warwick.ac.uk/jilt/01-1/mccullagh.html and McCullagh A, Little P, Caelli W, “Electronic Signatures: 
understand the Past to Develop the Future” (1998) 21 University New South Wales Law Journal 452 at 
457. 
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PART 4 - APPLYING PRINCIPLES FOUNDED IN PHYSICAL MEDIA TO 
DIGITAL MEDIA 
 
Attempts to graft archaic legal systems onto ever-changing circumstances result in a struggle 
to conform novel issues into an out-dated legal framework.158 
 
 
4.1 Electronic Land Transactions 
 
Before considering the legal validity of electronic land contracts under existing law it is 
appropriate to outline an example of how a typical land transaction may be conducted in the 
future. 
 
 
Example  
A buyer and seller orally agree to the sale and purchase of a residential house. The seller’s 
agent places the details of the parties, property, price, and conditions onto a web-based 
document (“reference sheet”) which may only be accessed through the use of an access code 
and password unique to this transaction. Both the buyer and seller have obtained a smart 
card for use in the transaction through a Certification Authority. The buyer access the 
reference sheet created by the agent using the code and password supplied by the agent and 
signs it using their smart card. After the buyer has signed the agent contacts the seller who 
also accesses the reference sheet and signs it using the smart card.  The agent then supplies 
the solicitors for the buyer and seller (as advised) with the access code and password for the 
reference sheet. The buyer’s solicitor undertakes the searches advised by the client 
electronically, electronically lodges the contract for stamping, and liaises with the mortgagee.  
On the settlement date nominated in the reference sheet the mortgagee electronically 
transfers the balance purchase monies to the trust account of the seller’s solicitor. At this time 
the seller’s solicitor submits to the Titles office the relevant information from the reference 
schedule to enable the registration of the transfer to the buyer. Once the transfer is registered 
the Titles Office electronically notifies the seller’s solicitor who then advises the buyer’s 
solicitor and the funds are released to the seller. 
 
 
 
Ideally within this type of transaction no paper would be created with all searches, stamping 
and registration occurring electronically. The scenario given is merely a simple example 
based on existing technology. It may be possible in the future for the reference sheet to be 
signed using a biometric signature and the example assumes lodgement of data in the Titles 
Office rather than scanned documents and effective electronic transfer of funds by financial 
institutions. It may also be necessary to adjust the current conveyancing practice to 
accommodate a totally paperless transaction while still protecting the interests of the parties. 
                                                
158  Kidd DL and Daughtrey WH, “Adapting Contract Law to Accommodate Electronic Contracts: Overview and 
Suggestions” (2000) 26 Rutgers Computer & Technology Law Journal 215 at 215. 
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The current discussions concerning the move to electronic conveyancing centre primarily on 
the ability of the relevant Titles Offices in each State to accommodate the electronic 
lodgement of documents and ultimately data. Equally essential to a complete shift to 
paperless transaction is the ability of the existing legal framework to recognise a contract 
which does not take a physical form but can still be referred to by the parties during the 
course of the transaction. The two primary questions which are raised in this report are: 
 
1. Does the law recognise an electronic document as writing? 
2. Can an electronic signature authenticate an electronic document in the same way as 
a personal signature on a physical document?  
 
 
4.2 Writing in an electronic environment 
The report will consider the possible methods most likely to be used for contract formation 
and the types of electronic documents which could result. The electronic methods most likely 
to be used in the formation of a land contract are: 
 An email system (electronic mail) 
 Transactions formed on a website whether available on the internet or in a closed 
network159 
 
This could result in electronic documents being stored by the parties in their email system, as 
a word processing document or as part of a website. If it is assumed that the contract or 
document formed will remain electronic for the duration of the transaction the crucial question 
is whether a display on a computer screen or files stored as digital information will satisfy the 
current requirements of the Property Law Act 1974 (Qld) without the need for legislative 
intervention. 
 
4.2.1 Is an Electronic document “in” Writing according to current views? 
 
(i) Technical Aspect of an Electronic Contract 
First it is necessary to consider the technology underlying an electronic document. When an 
electronic document that is stored on a computer appears on a computer screen it is 
represented as a series of words which any ordinary person is able to read. However, in 
reality an electronic document is a series of numbers stored in the computer’s memory. What 
is seen on the screen is a translation of the numbers by the computer after application of a 
coding convention, into a form of words for the reader.160 Similarly a information on an 
                                                
159  Other electronic methods such as listserv, chat services or electronic data are unlikely to be used in the 
formation of contracts for the sale of land due to the nature of the transaction and the parties involved. 
160  Refer to Reed C, Digital Information Law – Electronic Documents and Requirements of Form, Centre for 
Commercial Law Studies, London, 1996.  
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internet website is hypertext markup language (HTML) which is transformed into binary code 
packets that are transferred to a persons computer and reassembled. In either case, the 
binary code which represents the electronic information is not stored on the computer as one 
document but in a series of numbers which can is only understandable to a person once the 
appropriate software has read and translated the numbers into words. An electronic contract, 
therefore, by its nature has a dual form. First, in an electronic sense the contract is a series of 
numbers and code stored on the hard drive of a computer or disc. Secondly, the contract 
takes on a visible form as a translation of the numeric code when transmitted to a computer 
screen. This dual nature has caused a conflict in the views presented by various 
commentators161 and contributes to the uncertainty surrounding whether an electronic 
contract can be in writing. 
 
 
(ii) Is Electronic Data the same as Written Words? 
Section 59 of the Property Law Act 1974 (Qld) provides for a contract for the sale or other 
disposition of land or some memorandum or note of the contract to be “in writing”. The 
primary question is whether a document consisting primarily of a series of electronic bits in a 
computer’s memory will satisfy this requirement? As discussed, the term is well understood to 
include paper and ink writings which have a physical form. The physical form satisfies the 
legislation’s original purpose of creating a permanent memorial of the bargain. The question 
in an electronic environment is whether something which may never take a physical form but 
could be permanently retained by the parties satisfies that same objective. The use of the 
phrase “in writing” will present difficulties for electronic contracts if it is determined that “in 
writing’ requires not only words but a physical presence. Little guidance can be obtained from 
the Australian decisions as no consideration is given in the existing authorities to the question 
of whether a document is in “writing” according to the Property Law Act 1974 (Qld) or in any 
other context. This fact is usually assumed as being obvious in the circumstances. As a 
general principle, the reported cases indicate that the courts will be satisfied where the 
contract between the parties has been reduced to a tangible form which can later be relied 
upon as a record of the bargain between the parties. Until recently, the only method used by 
most parties of reducing a document to tangible form has been the creation of a physical 
contract or some other printed version of the parties’ agreement. Obviously, the situation 
where a document is created on a computer and printed for execution does not present any 
significant jurisprudential issues. Once the document is printed it will be readily accepted as 
being in writing. The fact it was created using a computer and printer instead of a pen and ink 
will not prevent the printed document from being considered writing. The difficulties arise, 
however, in stretching the current jurisprudence developed within a legal framework premised 
on the creation of physical documents, to a situation where an intangible electronic series of 
                                                
161  See Macdonald E & Poyton D “A particular Problem for e-commerce: Section 3 of the Unfair Contract 
Terms Act 1977” [2000] 3 Web JCL and Reed C, Digital Information Law – Electronic Documents and 
Requirements of Form, Centre for Commercial Law Studies, London, 1996. 
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bits which convey no meaning without a computer and software to interpret has the same 
legal effect.  
 
Judicial pronouncements in other jurisdictions although not directly related to the Statute of 
Frauds are instructive of the issues. In England, evidence for the view that an electronic 
document which is visible on the computer screen is in writing is found in the interpretation of 
court rules providing for the service of a document by facsimile transmission.  By analogy, a 
memorandum signed and faxed to a recipient is converted by the facsimile equipment into a 
digital form which is then reconverted at the recipient’s address through their facsimile 
machine into a paper form which should be an identical copy of the writing and signature on 
that document.  In Anson v Trump,162 the court held that a paper document required to be 
served as part of the litigation process could be served by facsimile transmission with the 
court recognising that between the time that the document was copied into the fax machine 
and the time that it was received in paper form at the recipient’s machine, it underwent a 
conversion which constituted the transmission process, the court stating that the fact that it 
remained in the facsimile machine’s memory in digital form before being printed or read was 
irrelevant.163 Similarly, in Lockheed–Arabia v Owen164 Mann LJ was prepared to give the 
definition of writing in the Acts Interpretation Act 1978 (UK) an expansive meaning in 
accordance with technological change. His Lordship concluded that a photocopy was writing. 
However, this approach can be distinguished in the case of an electronic document as a 
photocopy is obviously a reproduction of words. 
 
Similar analogies have been drawn by United States’ courts between sending a facsimile and 
sending an email. The prevailing view being that as an email, similarly with a faxed message, 
is broken into analogue tones which are carried over a communication line to another 
computer where the tones are reassemble it should be viewed in the same way as a 
facsimile. This is clearly exemplified in the many decisions which accept emails and 
facsimiles as containing evidence of the bargain between the parties.  
 
These examples show how the courts are prepared to reinterpret existing principles to 
accommodate new technologies where analogies can be drawn between the new technology 
and the old. Courts have been prepared to give effect to the new technology where the actual 
result of the use of the technology was the same as it would have been had the document 
been physically served.165 In the case of electronic contracts however, the new technology is 
such that the electronic document may never exist in a physical form. While the analogy with 
a facsimile transmission may in some ways be valid the main difference between the use of a 
fax and that of a computer is that the document needs to be printed to be read whereas a 
                                                
162   [1998] 1 WLR 1404. 
163   Ibid at 1411 per Otton LJ. 
164  [1993] 3 All ER 641. 
165   Hastie & Jenkerson v McMahon [1991] 1 All ER 255 at 260 per Woolf LJ (as he then was). 
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document on a computer does not. The fax is merely a conduit for transmitting a paper 
document from one place to another. In the case of a computer, it serves the additional 
function of actually creating the document which is then stored on the computer. 
 
In other contexts, United States Courts have also been willing to interpret legislative 
provisions widely to accommodate changes in business practices as a result of the advent of 
the computer age. For example, an Iowa Court has held that a requirement to keep a written 
record of an insurance contract was satisfied by the insurer keeping records in its computer 
system.166 Similarly, in relation to a web based licence agreement which was required to be in 
writing under the Federal Arbitration Act and the Washington Arbitration Act, the District Court 
of Illinois167 found that the contract in question was in writing as its easily printable and 
storable nature was sufficient to render it written for the purposes of the legislation. However, 
the court was not prepared to find that all electronic communications would be found to be in 
writing despite the fact that the ordinary meaning of writing did not exclude electronic 
communication. 
 
A contrary view advanced by some commentators is that an electronic document is not writing 
because digital information is a series of electronic bits in a chip or some other recording 
medium and it not a visible representation or reproduction of words as required by the 
definition.168 As the emphasis in the Acts Interpretation Act 1954 (Qld) is on visibility, the 
argument is that an electronic document, in its digital form does not qualify as writing. This 
view is rejected by the Law Commission for England and Wales (“Law Commission”) in their 
paper, “Electronic Commerce:  Formal Requirements in Commercial Transactions – Advice 
from the Law Commission”.169  The view of the Law Commission is that while an electronic 
document may not be in writing, the screen display will satisfy the definition of writing.170 The 
Commission refers by analogy to the cases involving faxes and telexes and discounts the 
criticism that electronic messages should be read.  In that respect, an electronic message is 
no different from a message contained in a document which could easily be delivered but not 
read.  The fact that it remained unread would not affect its validity.171 This is consistent with 
the view in the United States as stated above that a document which can be easily printed 
and stored is in writing. This examination demonstrates that courts in other common law 
jurisdictions are prepared to give effect to current concepts in an electronic environment 
provided the central policy objectives of the writing requirement are not significantly distorted. 
 
                                                
166  Wilkens v Iowa Insurance Commissioner 457 NW 2d 1 (Iowa 1990). 
167  In re Real Networks Inc Privacy Litigation 2000 US Dist Lexis 6584 (ND Ill May 11 2000). 
168  Macdonald E & Poyton K “A particular Problems for e-commerce: Section 3 of the Unfair Contract Terms 
Act 1977” [2000] 3 Web JCL and Reed C “What is a Signature?” 2000 (3) Journal of Information, Law and 
Technology located at http://elj.warwick.ac.uk/jilt/00-3/reed.html. 
169   December 2001, paras [3.12] – [3.23]. (Available at http://www.lawcom.gov.uk ). 
170  The Commission relies extensively upon the views of Professor Reed in Digital Information Law – 
electronic Documents and Requirements of Form, Centre for Commercial Law Studies, London, 1996. 
171  Cf Stidolph v American School in London Educational Trust Ltd [1969] 20 P&CR 802 at 805 at Edmund 
Davies LJ. 
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Without considering the effect of legislation validating electronic transactions, it is possible to 
conclude having regard to current judicial opinion that the concept of writing could incorporate 
electronic communications which are capable of being displayed on a screen or transmitted 
as files of digital information including email and website trading. In both cases the agreement 
could be considered to be in writing, provided it is capable of retrieval and reproduction in a 
visible form and irrespective of whether the electronic document it ultimately printed by the 
parties or remains totally electronic.172 If the analogous views of other jurisdictions are 
adopted it will be necessary to analyse whether the conclusion that an electronic document 
displayed on a screen is “in writing” is consistent with the policy objectives of the Property 
Law Act 1974 (Qld). 
 
4.2.2 Are electronic contracts consistent with the policy objectives of section 59 
Property Law Act? 
The majority of Australian and English decisions which analyse whether a contract or 
memorandum is in writing for the purposes of the Statute of Frauds have considered whether 
all of the necessary terms appeared in the document or a combination of documents. Little or 
no consideration is given to the question of whether the document in question was “writing” 
according to the meaning of the legislation. This fact has merely been assumed as obvious in 
the circumstances. As a general principle, the existing reported cases concerning physical 
media indicate that the courts will be satisfied where the contract between the parties has 
been reduced to a tangible form which can later be relied upon as a record of the bargain 
between the parties.  
 
If an electronic document is to be accepted as “writing” for the purposes of the statute it is 
important to examine any consequences this has for the policy objectives of the Property Law 
Act 1974 (Qld). The policy objective of the writing requirement in the Property Law Act 1974 
(Qld) has two limbs. First the objective is to promote certainty and deliberation in transactions. 
The second objective is to memorialise the agreement in a reliable form which could be 
referred to later by the parties and if necessary, produced as evidence in court proceedings.  
 
In relation to the first policy objective it could be argued, consistently with the definition of 
“writing” in the Acts Interpretation Act 1954 (Qld), that an electronic document promotes the 
objective of certainty and deliberation as the parties still need to give consideration to the 
drafting of terms of the agreement in a formal documents. This serves the same purpose as 
writing the terms in ink on a piece of paper, provided the document is recorded or stored in a 
form which is capable of retrieval and conversion into readable form.173 This analysis is 
                                                
172  This does not address the formation of a contract by EDI which will remain electronic and will not usually be 
printed or printable. However, it is unlikely due to the nature of a land transaction that this type of technology 
would be used in the formation of a land transaction. 
173  Derby & Co v Weldon (No 9) [1991] 1 WLR 652; Victor Chandler International Ltd v Customs and Excise 
Commissioners [2000] 1 WLR 1296 at 1302 per Sir Richard Scott VC. 
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supported by the view that the definition of writing in the Acts Interpretation Act 1954 (Qld)174 
as a “mode of representing or reproducing words in a visible form” applies to the visible 
representation of electronic data as words on a computer screen. In other words if a party can 
see it and read it, the document is in a visible form. However, what is viewed on the screen is 
only a reproduction or copy of the electronic information stored in the computer memory.  
 
The second policy objective requires a written agreement to be able to serve an evidentiary 
function not only between the parties but also in possible court proceedings. A contract in 
paper form, especially one that is signed, is considered to provide clear proof of the terms of a 
contract, and is usually preferred in court proceedings. Central to this view is the assumption 
that words on a paper document cannot be altered without detection. Whether an electronic 
document can provide the same degree of proof of terms will depend upon the ability of a 
party to be able to modify a document without detection and the ability of software to be able 
to detect changes. If an electronic document which contains the terms of land transaction (or 
copy of that document) is to be relied upon by a court, the court will need to be satisfied that 
the document produced is authentic and has not been altered from the terms agreed. If this 
cannot be achieved then one of the primary objectives of the Statute of Frauds will disappear 
in an electronic environment. As in physical media the signature of a party acts as an 
authentication of the document. Authentication of an electronic document has several 
aspects: 
 
(i) What is actually in the email, on the website or on the database of the computer? 
(ii) Does the agreement in evidence accurately reflect the electronic document? 
(iii) Is the electronic document attributable to the parties? 
(iv) Is the electronic document unchanged from the time of acceptance? 
 
                                                
174  Section 36. 
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The Evidence Act 1995 (Cth)175 and the Electronic Transactions Act 1999 (Cth)176 contain 
provisions which are aimed at allowing the production of electronic records in court provided 
questions of integrity, reliability and accessibility are satisfied. The Evidence Act 1995 (Cth) 
facilitates the production of printed versions of electronic documents while the Electronic 
Transactions Act 1999 (Cth) allows for the production of an “electronic document”, but it is 
stated in section 13 of the Electronic Transactions Act 1999 (Cth) that section 11 of the Act 
does not affect the operation of the Evidence Act 1995 (Cth). This was inserted on the basis 
that the Evidence Act 1995 (Cth) will be sufficient to allow for the production of electronic 
documents. A provision similar to section 11 appears in section 16 of the Electronic 
Transactions (Queensland) Act 2001 (Qld). The operation of the Electronic Transactions Act 
2001 (Qld) however, will not apply to a requirement for a person to produce a document in 
court.177  
 
For the purposes of satisfying the evidentiary objective of sections 59 and 56 of the Property 
Law Act 1974 (Qld) the parties should chose a method of creating the electronic contract that 
is reliable and assures the integrity of the document is maintained. One method of ensuring 
that any change to the document can be detected by the parties is to use a digital signature 
using public key infrastructure as discussed below. This technology will allow the parties to 
identify if the document is altered after the digital signature is attached. 
 
4.2.3 Conclusions  
It is at best arguable that an electronic contract for the disposition of an interest in land will be  
a valid writing under the current law. It is probable that this uncertainty without further 
legislative intervention will act to inhibit the use of electronic mediums for the formation of land 
                                                
175  Section 48(1)(d). 
176  Section 11(1) provides: 
If, under a law of the Commonwealth, a person is required to produce a document that is in the form of 
paper, an article or other material, that requirement is taken to have been met if the person produces, by 
means of an electronic communication, an electronic form of the document, where:  
 
(a)  in all cases- having regard to all the relevant circumstances at the time of the communication, the 
method of generating the electronic form of the document provided a reliable means of assuring the 
maintenance of the integrity of the information contained in the document; and  
 
(b) in all cases- at the time the communication was sent, it was reasonable to expect that the information 
contained in the electronic form of the document would be readily accessible so as to be useable for 
subsequent reference; and  
 
(c) if the document is required to be produced to a Commonwealth entity, or to a person acting on behalf of 
a Commonwealth entity, and the entity requires that an electronic form of the document be produced, in 
accordance with particular information technology requirements, by means of a particular kind of electronic 
communication- the entity's requirement has been met; and   
 
(d) if the document is required to be produced to a Commonwealth entity, or to a person acting on behalf of 
a Commonwealth entity, and the entity requires that particular action be taken by way of verifying the 
receipt of the document- the entity's requirement has been met; and  
 
(e) if the document is required to be produced to a person who is neither a Commonwealth entity nor a 
person acting on behalf of a Commonwealth entity- the person to whom the document is required to be 
produced consents to the production, by means of an electronic communication, of an electronic form of 
the document.  
177  Refer to Schedule 1 Part 2 as inserted by Justice and Other Legislation (Miscellaneous Provisions) Act 
2002. 
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transactions. This is consistent with the view of the Australian Electronic Commerce Export 
Group who after considering issues concerning writing and signatures, determined that the 
best way of dealing with the uncertainties produced by an electronic environment was to 
legislate. As a result the Electronic Transactions Act 1999 (Cth) and the State equivalents 
include provision for electronic contracts to satisfy requirements of writing and signature.  
 
The effectiveness of the Electronic Transactions (Queensland) Act 2001 (Qld)178 in validating 
a land transaction formed through electronic means will be considered, as in the view of the 
writers there is a risk that the legislation does not adequately achieve this purpose while 
maintaining the objectives of section 59 of the Property Law Act 1974 (Qld). 
 
4.3 Signing Electronic Documents 
4.3.1 How can an electronic document be signed? 
There are several ways that a party to an electronic contract may attempt to sign the contract:  
1. Using a manuscript signature which is scanned as an image into a word processing  
file so that the document may be printed out for transmission by post or otherwise; or 
2. Typing a name at the bottom of an email or document; or 
3. Using a digital signature which attaches to or is logically associated with the 
electronic document.  
 
All of these methods may be generically termed electronic signatures as they are methods of 
affixing a form of authentication to an electronic document. This should be distinguished from 
a “digital signature” which is a specific form of electronic signature involving encryption.179 
 
Each of the methods described above will have variable success in meeting the requirements 
for a valid signature at law. In all cases if the law were to require a signature to take the form 
of a mark on a document such that it could not easily be removed or reversed, no electronic 
signature could satisfy the requirement. This is due to the fact an electronic document is not a 
physical object and any method for signing in an electronic environment will not take the form 
of a permanent affixation to the document. As discussed later, even a digital signature is 
merely an extra set of bits attached to the document or logically associated with it and as 
such it may be possible to remove the signature.  
 
However, if emphasis is placed more on the function of a signature as developed in the 
authorities it may be possible to accept that an electronic document can be signed. The main 
functions served by a party signing a land transaction are to authenticate the document, (that 
is to identify the party and the party’s intent to enter the transaction) and to guard against a 
later fraudulent attribution of the transaction to a party.  
                                                
178  Equivalent provisions exist in all other State Electronic Transactions legislation. 
179  Refer to [4.3.3] for a detailed discussion of digital signatures. 
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Of the methods described above only the final method could possibly equate functionally to a 
personal handwritten signature. If the courts were to view the principles developed in light of 
modern electronic communications and depending upon the type of technology used it may 
be possible to adopt the view that a digital signature authenticates the document and, 
therefore, will be functionally equivalent to a personal signature. 
 
4.3.2 Is an electronic signature a signature under the Statute of Frauds? 
There are many rules of law and statues which require a signature, that a document be 
signed, that it be signed by a particular person or that it be signed in writing and so on. In 
each case, the signature can be seen to be performing a certain function. As discussed in 
Part 3, in the case of section 59 of the Property Law Act 1974 (Qld) a signature serves the 
following functions: 
(iv) it identifies the signatory; and 
(v) evidences the party’s approval of the contents of the document;180 and 
(vi) provides integrity for the contract between the parties ensuring the reliability and 
admissibility of the parties’ agreement in a court.181  
 
Underlying the ability of a signature to serve these functions are several important 
characteristics: 
(i) a signature is usually affixed through a physical process by the signatory or a 
person authorised by the signatory; 
(ii) a signature can be affixed by mechanical means unless prohibited; 
(iii) a signature is relatively difficult to effectively forge; 
(iv) the signature becomes affixed to the document such that the signature, 
document and contents become one composite physical thing; 
(v) a signature is relatively difficult to remove without a trace; 
(vi) can be reproduced by a party and is relatively standard for all documents signed 
by the same person.182 
 
Given that these particular characteristics result in the fulfilment of certain functions, the 
challenge is whether an electronic version of a signature with similar characteristics is able to 
fulfil the same functions. It is evident from the number of statutes, orders and directives 
created within Australia, the United States and the European Union that the majority view is 
that an electronic signature will have difficulty in matching the characteristics and function of a 
hand written signature. 183 The Electronic Commerce Expert Group184 considered that an 
                                                
180  Tiverton Estates Ltd v Wearwell Ltd [1975] 1 Ch 146. 
181  Leeman v Stocks [1951] 1 Ch 941 at 947-948. 
182  For further discussion of the characteristics of a signature refer to McCullagh A, Caelli W, Little P, 
“Signature Stripping: A Digital Dilemma” 2001 (1) Journal of Information, Law and Technology 
http://elj.warwick.ac.uk/jilt/01-1/mccullagh.html 
183  See Digital Signatures Act 1995 (Utah); Digital Signature Act 1997 (Federal Republic of Germany); 
Electronic Records and Signatures Act 1997 (Massachusetts); Californian Government Code 
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electronic signature would not satisfy all of the functions of a hand written signature and 
therefore, legislation was required. Consistently with that view the Electronic Transactions 
(Queensland) Act 2000 (Qld)185 provides for the satisfaction of a signature requirement by 
electronic means only in certain circumstances. Before considering the application of current 
legislation to a land transaction it is instructive to consider how an electronic signature would 
be viewed in the absence of specific legislative provisions validating its use. 
 
In light of the functions of a Statute of Frauds provision using one of the first two methods 
outlined above (ie placing a scanned signature or typing a name on a document) will not 
satisfactorily evidence:  
(i) that the party placing the signature on the document was actually the person 
stated; 
(ii) that the person placing the signature on the document actually approves of its 
terms; or 
(iii) that the signature was not forged, placed on the document by another party or 
that the signature was not removed from one document and placed on a different 
document. 
 
The further difficulty with some forms of potential electronic signatures is that while they may 
make a mark on the document this mark does not necessarily identify the party, indicate the 
parties approval or become permanently affixed to the document. These difficulties were 
identified by Staughton J in Clipper Maritime Ltd v Shirlstar Container Transport Ltd (the 
‘Anemone’)186where his Honour considered whether a telex might satisfy the requirement for 
writing and signature of a guarantee for the purposes of the Statute of Frauds 1677. His 
Honour stated: 
 
 I reached a provisional conclusion in the course of the argument that the answerback 
of the sender of a telex would constitute a signature, whilst that of the receiver would 
not since it only authenticates the document and does not convey approval of the 
contents.187 
 
While it was not necessary for his Honour to make a final decision in relation to this issue, 
acceptance at face value of the suggestion that an automated message could act as a 
signature ignores the following issues: 
1. the identification message of facsimiles and telexes only identifies the machine and 
not the identity of the sender; 
2. it is possible for a false identification message to be sent; and 
                                                                                                                                         
184  Report of the Electronic Commerce Export Group is available at 
http://www.law.gov.au/aghome/advisory/eceg/ecegreport.html  
185  The same provision appears in each of the State Acts. 
186  [1987] 1 Lloyd’s Rep 546. 
187  Ibid at 554. 
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3. the contents of the message can be altered and replaced to be virtually untraceable. 
 
The affixing of a signature manually by a person is more than making a mark on a document.  
It also has the additional characteristic that the person making the mark approves of the 
contents of the document.  Thus, although the Statute of Frauds requires that a particular 
document be signed, the requirements of that Act have also been held to be satisfied where 
the person signing places upon the document an engraved representation of that person’s 
signature by means of a rubber stamp.188  Thus, the fact that an actual signature is not the 
result of that act of signing is not critical to the validity of the document which the Statute of 
Frauds requires to be signed.  Even a form with a signature impressed upon it by printing 
machine might be signed sufficiently to satisfy a statutory provision.189  The essence of the 
act of signing is that the signatory or person whose signature or facsimile of a signature 
appears at the foot of a document may be taken to indicate that the document has been 
considered personally by that person and approved.  Taking this a step further, that person 
approving a document by the creation of the signature should be able to do so remotely by 
facsimile transmission or otherwise.190 
 
However, whilst a signature may not necessarily be in the form of an actual signature 
appended by the signatory, and may be in some other representation, the signature, as such, 
must come into existence as the result of the exercise of the mind of the signatory, either 
directly or through instructions to an agent.  The mere existence of a person’s name in a 
document, for example, the typed name of a person in a contract of sale (typed by another 
person) without the characteristic of adoption of the document or approval of its contents, will 
not be a signature for the purposes of the Statute of Frauds because it does not effectively 
authenticate a document.  Therefore, a printed name in the body of an instrument to operate 
as a signature must be authenticated by the person to be charged.191  This view appears to 
have been followed in Australia.192  By this authentication, the party to be charged must 
expressly or impliedly indicate that he or she recognises the writing so containing his or her 
name or initials as being an expression of the will to contract.193 
 
Therefore, whilst a document may be signed in a number of different forms, the Statute of 
Frauds would require an electronic signature to have the following key characteristics:  
(i) it should be capable of being affixed to the electronic document and making a 
mark on the document; 
(ii) it must indicate the party’s approval of the contents of the document; 
(iii) it must be capable of identifying the party who has affixed the signature; 
                                                
188   Goodman v J Eban Ltd [1954] 1 QB 550 at 557 per Lord Evershed MR. 
189   Re a debtor (No 2021 of 1995) [1996] 2 All ER 345 at 349 per Laddie J. 
190   Ibid at 351. 
191   Cohen v Roche [1927] 1 KB 169 at 176 per McCardie J. 
192   Farrelly v Hircock (No 1) [1971] QdR 341 at 356 per Wanstall J (as he then was). 
193  Williams J, The Statute of Frauds, Section 4 – In the Light of Its Judicial Interpretation, supra at 87-88. 
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(iv) it must have the same quality of integrity as a written signature such that if the 
signature has been removed from the document, falsely affixed to the document, 
forged by another party or the contents of the document have been altered this 
could be easily established where the reliability of the document is called into 
question. 
 
The third method outlined above is the use of a digital signature. There are a variety of views 
as to whether a digital signature having certification through a public key encryption system 
might constitute a signature for the purposes of this Statute. 
 
4.3.3 Is a digital signature functionally equivalent to a handwritten signature?  
 
(i) What is a digital signature? 
A digital signature using public key or dual key cryptography is produced by a computer 
performing a mathematical function on the document. The digital signature can be used to 
authenticate the contents of the document. This form of digital signature is operated by two 
keys, a private key and a public key. Each key will decrypt messages encrypted by the other 
key. This allows one key (private key) to be kept secret while the other is available publicly 
(public key). This technology will allow the receiver of the signed message, who has access to 
the signer’s public key, to ascertain: 
 
(i) whether the communication was encrypted using the sender’s private key; and 
(ii) whether the message has been altered after the transformation occurred. 
 
The private and public key are referred to as a public key pair. The keys will be two large 
prime numbers194 which are related to each other mathematically but it will not be possible to 
determine the private key by simply knowing the public key. The private key should be treated 
like a pin number and kept secret by the holder of the key. Any document signed by using the 
private key can only be verified by use of the public key.  
 
To sign a document with a digital signature the first step is that a mathematical process 
(called a “hashing algorithm”) is used to create a summary of the message. This summary will 
be unique to the message and it is highly improbable that two different messages will produce 
the same message summary. The message summary may be referred to by a variety of 
names including “hash value”, “message digest”, “cryptographic check” or even a “seal”. The 
hashing mechanism is not reversible. The message will produce the same message summary 
every time the algorithm is used on the same text. Advantages of this process is that the 
                                                
194  There are several different technologies used to create digital signatures.  See A McCullagh, “Legal 
Aspects of Electronic Contracts and digital Signatures” in Going Digital 2000. Fitzgerald A, Fitzgerald B, 
Cifuentes C, Cook P (ed), Prospect Media, St Leonards N.S.W, 2000 at 195. 
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message summary is shorter and therefore quicker to decrypt and a small change in the text 
will produce a large change in the message summary. 
 
The second stage is to encode the summary of the message with the sender’s private key. 
The key will usually be contained on a smart card which is inserted into the sender’s 
computer. Using the information on the card the computer performs a mathematical process 
which encodes the summary.  
  
 
 
Diagram – Signing a document with a private key195 
 
 
 
 
The sender will then send to the recipient the coded summary together with the plain text of 
the message and a certificate from a Certification authority which contains the sender’s public 
key.  
 
The recipient of the message will first create a new summary of the plain text message using 
the same mathematical process (hashing algorithm) that was used in the first stage by the 
sender. The recipient will know which process to use because this will appear in the 
message. The value of a one way hash function is that it can be used to determine the 
integrity of the document. Any change to the original message will affect the message 
summary and will be detectable by the recipient. 
 
                                                
195  See Faber, D Digital Signature Guidelines, Judicial Studies Board, July 2000. 
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The recipient will then use the public key of the sender to decode the coded message 
summary. The two summaries will be compared and if they are the same it is proved that the 
message was signed using the private key which corresponded to the public key. If the 
summaries are not the same there may be an alteration to the document. The comparison will 
prove which private key was used but does not prove the private key belongs to the sender. 
However, the certificate which is also sent will state the name of the holder of the key and this 
information can be checked for currency with the certification authority. The certificate will 
contains the signatory’s public key, identify the signatory (by name and email address), the 
CA’s name and email address, serial number of the certificate, its validity period and it 
digitally signed by the certification authority. The validity of the certificate will be automatically 
checked on-line at the time the recipient opens the encoded message. 
 
 
Diagram – Decoding a message with a public key196 
 
 
Confidentiality may also be an issue in the creation of legal documents and the parties may 
wish to ensure that no unauthorised person can read the text due the process of 
transmission. To achieve this purpose the sender can encrypt the message with the public 
key of the receiver. This means that it can only be opened by the private key. An alternative is 
the use of a session key to encrypt the message. The message is encrypted using the 
session key and the session key is encrypted with the receiver’s public key. The sender 
sends the encrypted message and encrypted session key to the receiver who decrypts the 
session key with their private key and decrypts the message using the session key. 
 
(ii) Does a digital signature have characteristics common to a handwritten signature? 
                                                
196  Ibid. 
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As identified by McCullagh, Caelli and Little197 a digital signature as described above has 
certain physical characteristics:  
(i) it is a series of bits that are attached to, or logically associated with another set of 
bits known as the digital document; 
(ii) it can easily be reproduced by the same person provided they have access to a 
computer, software, their private key and a digital document; 
(iii) it is easily verified by document receivers and independent third parties; 
(iv) are difficult to forge by third parties unless the forger has obtain access to the 
private key; 
(v) are not permanently bound to the document such that the contents of the digital 
document and the digital signature come one indivisible series of bits; 
(vi) involve a mathematical process; 
(vii) are exactly the same for all documents that are exactly the same when signed by 
the same person; 
(viii) are easy to remove without leaving a trace. 
 
Is it possible to conclude that these characteristics have some link or similarity to the 
characteristics of a handwritten signature? Will a digital signature only be able to perform the 
functions of a handwritten signature if the same characteristics are present? In the writers’ 
view a digital signature will be able to fulfil the functions of a handwritten signature despite 
some discrepancies in the characteristics. 
 
A digital signature as explained will have the following characteristics in common with those 
previously identified for a handwritten signature: 
 both signatures can be affixed through a mechanical means by the signatory or a 
person authorised by the signatory; 
 the difficulty of forging a handwritten signature and a digital signature are arguably 
similar, however, in the case of a digital signature stored on a smart card it could be 
stolen and used if the password is carelessly made available. A handwritten 
signature could not be copied in this way and any copy could be detected by an 
expert; 
 both signatures can be reproduced by a party and is relatively standard for all 
documents signed by the same person. 
 
The characteristics of a handwritten signature that a digital signature does not possess are: 
 
                                                
197  McCullagh A, Caelli W, Little P, “Signature Stripping: A Digital Dilemma” 2001 (1) Journal of Information, 
Law and Technology http://elj.warwick.ac.uk/jilt/01-1/mccullagh.html 
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 A handwritten signature is affixed to a document using a physical process. In the 
writers’ view this characteristic is not essential to the functions of authentication and 
integrity as affixation by mechanical means has been considered acceptable. 
 
 A handwritten signature becomes affixed to the document such that the signature, 
document and contents become one composite physical thing. A digital signature is a 
series of bits that are attached to, or logically associated with another set of bits 
known as the digital document. In an electronic environment using current 
technology, a merging of the signature with the document will not occur. Whether this 
will prevent a digital signature from effectively authenticating a document or 
maintaining its integrity will depend on how easy it is to disassociate the signature 
from the document. 
 
  A handwritten signature is relatively difficult to remove from the document without a 
trace. McCullagh, Caelli and Little198suggest that the technology is available for a 
fraudulent third party to be able to strip a digital signature from a document without a 
trace. Despite this flaw the authors go on to provide a variety of mechanisms that 
may be used to protect the digital signature or put the parties on notice that there may 
be a problem. This will be an important issue in a land transaction where the identity 
of the party is confirmed by the signature used; 
 
 A handwritten signature will generally be a version of the signatory’s name allowing 
for easy identification of the party. A digital signature will appear as a jumbled series 
of numbers somewhere on the document. This will not on its face identify the 
signatory but the fact the electronic document can be decoded using the public key of 
the signatory and the subsequent verification of the identity of the person which that 
particular key allows for proof of the identity of the person who signed. 
 
  
Despite the lack of an exact correlation between the characteristics of a handwritten signature 
and a digital signature the writers’ are of the view that given the current technology it is 
possible for a digital signature to perform the same functions as a handwritten signature.  
 
(iii) What functions can a digital signature serve? 
In the writers’ view a digital signature using dual key cryptography has the capacity to provide 
authentication for a document (ie identify the signatory and their approval) and to maintain the 
integrity of the document that is digitally signed. The identification of possible ways a 
fraudulent party may either copy the signature or remove the signature from the document 
                                                
198  McCullagh A, Caelli W, Little P, “Signature Stripping: A Digital Dilemma” 2001 (1) Journal of Information, 
Law and Technology http://elj.warwick.ac.uk/jilt/01-1/mccullagh.html 
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and replace it with another do not detract from the functionality of a digital signature. These 
situations can be compared within physical media with the ability of a fraudulent individual to 
forge a signature or impersonate an individual. The fact these types of fraud can be 
perpetrated have not historically affected the ability of handwritten signatures to perform and 
authenticating function. In the writers’ view the ability of an individual to commit a fraud in an 
electronic environment has the same level of difficulty as in a physical environment. 
 
 
A digital signature is able to achieve the requirements of the Stature of Frauds in relation to 
the identity of the signatory, approval of the contents of the document and maintenance of the 
integrity of the document in the following ways: 
 Identity 
 A digital signature created through use of dual key cryptography is capable of proving that 
the document was signed by using a particular private key. However, this in itself will not 
identify the signer. To establish the identity of the signer it will be necessary to refer to 
extrinsic evidence such as a certificate provided by a Certification Authority.199 A Certification 
Authority will need to be a trusted third party that has established appropriate security 
procedures for the identification of parties applying for keys, maintaining the currency of the 
certificates given and maintaining security in the creation of private and public keys. As 
discussed above each message signed with a digital signature will be accompanied by a 
certificate which will contain the name of the owner of the key, the algorithm used to sign the 
document, the hashing algorithm used to create the message digest, the serial number of the 
certificate and the validity dates of the certificate.  The need for a digital certificate does not in 
the view of the writers’ detract from the ability of a digital signature to identify the party 
signing, but it is one of the factors which make it necessary for legislative intervention to 
validate the use of digital signatures. 
 
 Approval 
Once a digital signature is affixed approval of the contents of an electronic document should 
be assumed (as is the case for a handwritten signature).200  However, there may be instances 
where a third party is able to affix the signature without the knowledge of the individual. An 
individual may keep a signature key stored on a physical token, such as a smart card, which 
is needed for the operation of the signature software. It may be possible for a third party, 
through the carelessness of the card holder (if they also have access to the password) to use 
the card and affix a person’s signature on a document. This additional likelihood of a party’s 
                                                
199  The government has rejected the establishment of government regulated Certification Authorities. The 
government has proposed the establishment of the National Electronic Authentication Council (NEAC) to 
develop appropriate policies that the certification industry in Australia will be required to meet. 
200  See L’Estrange v Graucob [1934] 2 KB 394, Saunders v Anglia Building Society [1971] AC 1004. 
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carelessness playing a part in the fraudulent use of a person’s private key may persuade a 
court that the same assumption of approval should not be adopted for digital signatures. The 
court may require a party seeking to rely on the validity of the signature to adduce extrinsic 
evidence that the signature was applied with the authority of the signatory.  
Therefore, although a digital signature like a handwritten signature on its face is capable of 
proving the approval of a party to the transaction, a court may, given the untested nature of 
digital signature technology in a court, take a conservative view of the evidence required to 
prove approval of an electronic document.201 This may necessitate the signatory where a 
dispute about attribution arises to provide evidence that the digital signature was not affixed 
with the signatory’s authority or knowledge. 
 
 Integrity 
The third function a digital signature is required to perform for the purposes of the Statute of 
Frauds is to indicate that the document has not been altered since it was signed. Within an 
electronic environment the question of integrity will involve two issues. First, can a digital 
signature prove the integrity of the electronic document? Secondly, given that a digital 
signature is not permanently merged with the electronic document, is it also necessary to 
ensure the integrity of the digital signature? 
 
In relation to the first issue it is clear that digital signature technology as explained above is 
capable of protecting the signatory from unauthorised alterations to the electronic document. 
The recipient of a digitally signed document will compare the contents of the plain text 
message with the contents of the message encoded with the sender’s private key. If the 
document has been changed after signing the two messages will not compare and the 
recipient will know that the document has been altered. Confidentiality of the message can 
also be achieved by encryption with the recipient’s public key or through the use of a session 
key as outlined above.  
 
The second issue of the integrity of the digital signature which does not arise with a 
handwritten signature is due to the fact the digital signature is only associated with the 
document and not become an indivisible part of the document in the same way as a 
handwritten signature. The signing of a document by a digital signature has been compared 
by McCullagh, Caelli and Little202 to using a paper clip to affix a signature to a document. The 
paper clip can be removed without leaving a trace in the same manner that a digital signature 
                                                
201  This view is consistent with the Electronic Transactions legislation, which provides for an electronic 
communication sent by a party to be attributed to that party only if it was sent with that party’s authority. 
Refer to Electronic Transactions (Queensland) Act 2001 (Qld) section 26; Electronic Transactions Act 2000 
(NSW) section 14; Electronic Transactions (Victoria) Act 2000 (VIC) section 14; Electronic Transactions Act 
2001 (ACT) section 14; Electronic Transactions (Northern Territory) Act 2000 (NT) section 14; Electronic 
Transactions Act 2000 (Tas) section 12; Electronic Transactions Act 2000 (SA) section 14; Electronic 
Transactions Bill 2001 (WA) section 14.  
202  McCullagh A, Caelli W, Little P, “Signature Stripping: A Digital Dilemma” 2001 (1) Journal of Information, 
Law and Technology http://elj.warwick.ac.uk/jilt/01-1/mccullagh.html 
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can be removed from an electronic document. Despite this potentially fatal flaw, it is possible, 
as suggested by McCullagh, Caelli and Little203 to ensure the integrity of the digital signature 
through encryption with the recipient’s public key or through the use of a trusted third party 
who time stamps the lodgement of the message summary. 
 
 
4.3.4 Conclusion 
The approach of the judiciary in other jurisdictions indicates a general willingness to embrace 
technological change within the current legal framework. If the ability of an electronic 
signature to have functional equivalence to a manuscript signature is considered the key 
criteria it is possible that a case based approach to recognition of electronic signatures for 
electronic documents may ultimately produce a result. Despite this ability of the law to 
ultimately adapt to the change way of business, there is a need for the position of commercial 
parties and consumers to be certain. There is no current certainty that an electronic signature 
and in particular a digital signature will be considered by all courts as equivalent to a 
manuscript signature. The existence of this uncertainty, particularly in the case of a land 
transaction, is a significant impediment to the acceptance of electronic transactions. As 
recognised by the Australian Electronic Commerce Expert Group the only way of overcoming 
this uncertainty is through appropriate legislation. 
 
Part 5 of the report will consider the effectiveness of the Electronic Transactions 
(Queensland) Act 2001 and comparable international legal frameworks in addressing the 
difficulties of equating writing and signatures in an electronic environment with their paper 
based equivalents. 
                                                
203  McCullagh A, Caelli W, Little P, “Signature Stripping: A Digital Dilemma” 2001 (1) Journal of Information, 
Law and Technology http://elj.warwick.ac.uk/jilt/01-1/mccullagh.html 
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PART 5 - EFFECTIVENESS OF CURRENT LEGISLATIVE SOLUTIONS 
FOR WRITING AND SIGNATURE REQUIREMENTS IN DIGITAL 
DOCUMENTS 
  
 
5.1 Overview 
 
Section 59 of the Property Law Act 1974 (Qld) provides that:  
 
No action may be brought upon any contract for the sale or other disposition of land or any 
interest in land unless the contract upon which such action is brought, or some 
memorandum or note of the contract, is in writing, and signed by the party to be charged 
or by some person by the party lawfully authorized. 
 
As discussed in Part 4 of this report, the use of the phrase “in writing” in section 59 may 
present difficulties for electronic contracts because of the uncertainty as to what exactly is 
required for a document to be considered to be “in writing” within the meaning of the Property 
Law Act. Similarly for electronic signatures, whilst some recent cases indicate that the courts 
are prepared to expand existing principles to incorporate electronic signatures, the situation is 
still uncertain. Following from the discussion in part 4, under existing current law, without 
regard to the Electronic Transactions Act (Queensland) 2001 (Qld), it is uncertain whether an 
electronic contract for the disposition of an interest in land will be valid under the Property 
Law Act 1974 (Qld).  
 
This chapter investigates the effectiveness of the Electronic Transactions (Queensland) Act 
2001 (Qld) in validating land transactions formed through electronic means. The Electronic 
Transactions Act 1999 (Cth) and State equivalents purport to include provisions which equate 
electronic contracts to paper based contracts in terms of their satisfaction of the formal 
requirements of writing and signature. As outlined in Part 4, legislation like the Electronic 
Transactions (Queensland) Act 2001 (Qld) will be necessary to remove any barriers to 
electronic contracting and to create commercial certainty particularly in terms of the 
requirements of writing and signature. This Part also examines and compares the 
effectiveness of international legislation, in particular, the Electronic Transactions Act 2002 
(NZ), Uniform Electronic Transactions Act 1999 (US), Electronic Signatures in Global and 
National Commerce Act (US),204 Electronic Communications Act 2000 (UK), Land 
Registration Act 2002 (UK) UNCITRAL Model Law on Electronic Signatures and European 
Directive on Electronic Signatures, in validating electronically formed land transactions. Each 
                                                
204  Pub. L. 106-229, 114 Stat 464 (codified as 15 U.S.C. 7001 et seq.), hereafter the E-Sign Act. 
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of the international approaches is examined to determine if the approach could be translated 
to the Australian context. 
5.2 “In Writing” requirement 
5.2.1  Australian legislation – Electronic Transactions (Queensland) Act 2001 
 
Section 11 of the Electronic Transactions (Queensland) Act 2001 (Qld) aims to give an 
electronic document the same functional equivalence as a paper document by providing that 
a State law requiring the giving of information in writing may be satisfied by the giving of the 
information by way of an electronic communication. Section 11 provides: 
 
11 Requirement to give information in writing 
(1) If, under a State law, a person is required to give information in writing, the requirement is taken to 
have been met if the person gives the information by an electronic communication in the circumstances 
stated in subsection (2). 
(2) The circumstances are:  
 
(a) at the time the information was given, it was reasonable to expect the information would 
be readily accessible so as to be useable for subsequent reference; and 
(b) the person to whom the information is required to be given consents to the information 
being given by an electronic communication. 
 
 
As seen in Part 2 of this Report, the term ‘electronic communication’ is defined widely and 
would include communication using cables and wires, radio waves, visible light, microwaves, 
infrared signals and other energy in the electromagnetic spectrum.  
 
There are 3 requirements for section 11 to apply: 
• a State law requires the giving of information in writing; 
• the Information given must be readily accessible; and 
• the person to whom the information is given consents to the information being given 
electronically. 
 
5.2.1.1 State law “requires” the “giving of information” 
The first requirement for the operation of the section is that a state law “requires a person to 
give information in writing”. Section 10 provides some examples of giving information205 but 
none of the examples given would suggest that the expression “give information” would 
include the creation of a “contract or memorandum”. Hence the first difficulty with section 11 is 
whether section 11 would apply to the creation of a contract – it does not seem possible to 
paraphrase section 11 to read “If under a State law a person is required to [enter/form a 
contract] in writing”. The restriction to the ‘’giving of information” in s 11 appears to exclude 
the operation of the Act to situations where the requirement of writing relates to a contract 
rather than the notification of information to a person.  
                                                
205  Section 10(5): making or lodging a claim, giving sending or serving notification, lodging a return, making a 
request. 
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The second difficulty with the section is the use of the word “require”. Does section 59 actually 
require a contract or memorandum to be in writing? Section 59 simply provides that a contract 
will not be enforceable unless it is in writing, but it does not actually require that the contract 
be in writing. To overcome this problem, it is suggested that the word “require” should be 
broadly interpreted to include not only a positive obligation but also where a failure to comply 
will result in an invalid transaction206. This interpretive approach would mirror the provisions of 
the UNCITRAL Model Law on Electronic Commerce which specifically provides that its writing 
provision applies whether the requirement is in the form of an obligation or whether the law 
simply provides consequences for the information not being in writing. 
 
Even if the difficulties of language identified are overcome, section 11 will not apply to a 
transaction unless the other two requirements in the section are met: 
• Readily accessible requirement 
• Consent 
 
5.2.1.2 Readily accessible 
Section 11 requires that the information must continue to be readily accessible so as to be 
useable for future reference. On its face, this requirement is consistent with the objectives of 
the Statute of Frauds.  Ready accessibility in the context of section 11 means that the 
information must be able to be accessed, retrieved and read and also be capable of being 
interpreted. There is no mention and no intention to require the document which is retrieved to 
be authentic and unaltered or for the document to be updated to take account of changes in 
technology.207  Provided the parties to the contract store the information in such a manner 
that it is capable of being accessed, retrieved and read, this requirement is likely to be met. 
 
5.2.1.3 Consent 
This second requirement requires the recipient of the information to consent to being given 
information by means of an electronic communication. It is suggested that both parties need 
to consent to the contract being formed electronically. Consent is defined to include “consent 
that can reasonably be inferred from the conduct of the person concerned”208. Consent may 
be given where the person expressly consents either orally or in writing. Possible situations 
where consent may be inferred include: 
• Previous course of dealings where electronic communication was used 
                                                
206  This was suggested by Sneddon that it is possible to take a wide view of requirement as being either a 
command or the provision of negative consequences if the document is not signed: Sneddon, M, 
“Legislation to facilitate electronic signatures and records: Exceptions, standards and the impact of the 
Statute Book” (1998) University of New South Wales Law Journal 334, 360. 
207  The corresponding provision dealing with writing in the Electronic Transactions Act 1999 (Cth) is section 
9(2)(a) Electronic Transactions Act 1999 (Cth). 
208  Electronic Transactions (Queensland) Act 2001 (Qld), section 6. 
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• A person commenced correspondence or makes an offer via electronic 
communication and the other party responds in kind 
• A person hands to another a business card with an email address indicating the card 
included contact details.  
 
Less clear are situations where an email address appears in a contract, which forms the basis 
of an offer or on a company’s letterhead used in correspondence. In each case the person’s 
conduct would be considered in the light of their express statements. For example, a person 
may send a letter by email indicating that any negotiations for a contract should take place in 
paper form and not electronically. In such a case, the mere act of sending an e-mail would not 
be considered consent.  
 
5.2.1.4  Conclusion: Effectiveness of the Queensland Electronic Transactions Act 
It is doubtful whether the Queensland Electronic Transactions Act with the current drafting of 
section 11 referring to a law requiring a person “to give information in writing”, will apply to the 
requirement of writing in section 59 of the Property Law Act 1974 (Qld).209 This means that 
the validity of an electronic land transactions will be left to be determined under the existing 
law. As previously discussed, the ability of the existing law to recognise an electronic contract 
as being “in writing” is at best only an arguable position. Another current difficulty with 
contracts for the sale of residential land or units is the need to comply with the Property 
Agents and Motor Dealers Act 2000 (Qld).  The Act requires a warning statement in a 
particular form to be placed as the first sheet of the contract. This Act is currently excluded 
from the operation of the Queensland Electronic Transactions Act210 making the entry into an 
electronic contract for that type of property impossible without amendment to that Act. 
 
5.2.2 New Zealand – Electronic Transactions Act 2002 
The Electronic Transactions Act 2002 (NZ) commenced on  18 October 2002 and aims to 
reduce uncertainty regarding the legal effect of information in electronic form and the legal 
effect of certain electronic transactions that are required to adhere to certain paper based 
requirements, such as writing and signatures. The legislation is based on the UNCITRAL 
Model Law on Electronic Commerce but also includes provisions similar to the UNCITRAL 
Model Law on Electronic Signatures. The Act has several provisions dealing with the 
satisfaction of a legal requirement for a document to be in writing. Section 18 concerns legal 
requirements for information to be in writing and section 20 concerns legal requirements for 
information to be given in writing. Section 20 has the same requirements and is drafted in the 
                                                
209  Both the New South Wales and Victorian legislation allow for certain types of documents or contracts to be 
excluded from the operation of the Act. Early indication was that land transactions were to be excluded but 
the Electronic Transactions (Victoria) Regulations 2000 currently only exclude wills, codicils and other 
testamentary instruments.  
210  See schedule 1 part 1 which will expire 2 years after 1 November 2002 on the basis that during this time 
the Property Agents and Motor Dealers Act 2001 (Qld) will be amended to accommodate electronic 
transactions. 
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same terms as section 11 of the Electronic Transactions (Queensland) Act 2001 (Qld). If this 
were the only section in the Act, the same difficulties in applying the provision to the 
requirements of writing for a land contract would apply. Section 18, however, applies to legal 
requirements for information to be in writing. Section 18 provides: 
 
18 Legal requirement that information be in writing 
A legal requirement that information be in writing is met by information that is in electronic form 
if the information is readily accessible so as to be useable for subsequent reference. 
 
Information is defined in section 5 of the Act to include “information that is in the form of a 
document, a signature, a seal, data, text images, sound or speech.” This definition is wide 
enough to include a land contract either in paper or electronically.  The difficulties with the 
word “requirement” are overcome by a definition in section 15 that includes a provision in an 
enactment that provides consequences if the provision is not complied with. This would 
extend the meaning of legal requirement to a provision such as section 59 of the Property 
Law Act 1974 (Qld) which does not require writing but makes the contract unenforceable 
without writing. 
 
Like section 11 of the Electronic Transactions (Queensland) Act 2001 (Qld), an electronic 
document will only fall within the provision if: 
 
 The information is readily accessible so as to be usable for subsequent reference (s 
18); 
 The parties have consented to the use of the electronic form and consent may be 
inferred from the person’s conduct (s 16). 
 
The comments made in respect of section 11 of the Electronic Transactions (Queensland) Act 
2001 (Qld) will apply to the elements of accessibility and consent under the Electronic 
Transactions Act 2002 (NZ). 
 
In the view of the writers’ the New Zealand approach of making separate provision for the 
different types of writing requirements for the purpose of creating functional equivalence 
between an electronic document and a paper document will be more effective than the 
Australian approach.  
 
5.2.3  United Kingdom 
5.2.3.1 Electronic Communications Act (2000) and Land Registration Act 2002 
In the United Kingdom two pieces of legislation have been introduced with relevance to the 
requirements of writing and signature. First, the Electronic Communications Act (2000) (UK) 
was introduced with the objective of helping build confidence in electronic commerce by 
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removing the legal obstacles that stand in the way of electronic commerce and establishing a 
voluntary licensing scheme for cryptography service providers.  It provides for: 
• an approvals scheme for businesses and other organisations providing cryptography 
services, such as electronic signature services and confidentiality services; 
• the legal recognition of electronic signatures and the process under which they are 
verified, generated or communicated; and  
• the removal of obstacles in other legislation to the use of electronic communication 
and storage in place of paper211. 
The Act is compatible with the UNCITRAL Model Law on Electronic Commerce.  
Secondly, the Land Registration Act 2002 (UK) which received Royal Assent on 26 February 
2002 and will commence in October 2003, lays the foundations for a paperless system of 
conveyancing and enables the Registrar to provide for an electronic communications network 
so the entire conveyancing procedure can be conducted online. Chapter 8 of the Land 
Registration Act 2002 (UK) deals specifically with electronic conveyancing. Section 91 
provides a uniform requirement for making an electronic document. Section 91(1) provides 
that Chapter 8 will apply to a document in electronic form only if:  
• the document effects a disposition falling within section 91(2); and  
• the conditions in section 91(3) are met.  
 
A disposition will fall within section 91(2) if it is:  
• a disposition of a registered estate or charge, or  
• a disposition of an interest which is the subject of a notice in the register, or  
• a disposition which triggers the requirement of registration.  
 
The conditions in section 91(3) are as follows: 
(a) the document makes provision for the time and date when it takes effect 
(b) the document has the electronic signature of each person by whom it purports to be 
authenticated 
(c) each electronic signature is certified 
(d) such other conditions as rules may provide are met 
 
The Land Registration Act does not explain what constitutes an electronic signature or a 
certification process, but refers to the definitions in sections 7(2) and 7(3) of the Electronic 
Communications Act 2000 (UK)212 to identify what would qualify as an electronic signature 
and what constitutes a certification.  
 
                                                
211  Explanatory Notes to the Electronic Communications Act 2000 (UK), para. 7. 
212  Land Registration Act 2002 (UK), section 91(10). 
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According to section 7(2) of the Electronic Communications Act 2000 (UK), an electronic 
signature is so much of anything in electronic form as-  
(a) is incorporated into or otherwise logically associated with any electronic 
communication213 or electronic data; and 
(b) purports to be so incorporated or associated for the purpose of being used in 
establishing the authenticity of the communication214 or data, the integrity of the 
communication or data, or both. 
 
The manner in which a person can certify an electronic signature incorporated into or 
associated with a particular electronic communication or electronic data is described in 
section 7(3) of the Electronic Communications Act. The electronic signature is certified by any 
person if that person (whether before or after making of the communication) has made a 
statement:  
• confirming that the signature;  
• the means of producing, communicating or verifying the signature; or  
• the procedure applied to the signature  
is (either alone or in combination with other factors) a valid means of establishing the 
authenticity and/or integrity of the communication or data. 
 
Section 91(4) of the Land Registration Act then goes on to provide that a document satisfying 
the above requirements would be regarded as “in writing and signed by each individual, and 
sealed by each corporation, whose electronic signature it has”. Further in section 91(5), the 
document is also to be regarded for the purposes of any enactment as a deed.  
 
5.2.3.2  Operation of the Land Registration Act in the Queensland Context 
The Land Registration Act differs from the Queensland Electronic Transactions Act as it 
applies specifically to electronic conveyancing rather than having a generic application.  The 
fact that the Land Registration Act is specific means that it does not suffer from the same 
language difficulties as the Queensland Electronic Transactions Act in applying to land 
contracts. So long as parties ensure that the electronic document states the time and date 
when it takes effect, contains the electronic signature215 of both parties and each electronic 
signature is certified, the Land Registration Act deems the electronic document to be in 
writing.  
 
                                                
213  Electronic communication is defined as “a communication transmitted (whether from one person to 
another, from one device to another or from a person to a device or vice versa)- (a) by means of a 
telecommunication system (within the meaning of the Telecommunications Act 1984); or (b) by other 
means but while in an electronic form: Electronic Communications Act (2000) (UK), section 15(1). 
214  “Communication" is defined as including a communication comprising sounds or images or both and a 
communication effecting a payment: section 15(1) Electronic Communications Act 2000 (UK). 
215  Discussed below. 
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According to the explanatory notes to the Land Registration Act 2002 (UK), “the section does 
not disapply the formal statutory or common law requirements relating to deeds and 
documents but deems compliance with them. When the section applies, the electronic 
document is therefore to be treated as being in writing, having been executed by each 
individual or corporation who has attached an electronic signature to it, and, where 
appropriate, as a deed”216. 
 
This approach is similar to the Queensland Electronic Transactions Act which deems an 
electronic communication to be in writing if certain criteria are fulfilled. Adopting this same 
approach but clearly applying section 11 to contracts or documents would provide greater 
certainty. 
 
5.2.4  United States 
The Uniform Electronic Transactions Act 1999 (US)217 was approved by the National 
Conference of Commissioners on Uniform State Laws (NCCUSL) for adoption by the American 
States in 1999.  The Uniform Electronic Transactions Act was drafted to conform closely to 
the UNICTRAL Model Law on Electronic Commerce. Its purpose is to eliminate the legal 
barriers to electronic commerce by assuring that electronic signatures and documents are 
treated in the same manner, under existing law, as written signatures and documents.  It 
assumes that the various states in the United States have or will adopt the Uniform Electronic 
Transactions Act without any changes to its provisions.  However, in June 2000 Congress 
enacted the Electronic Signatures in Global and National Commerce Act (E-Sign Act)218 as an 
interim measure to ensure the validity of electronic signatures until the adoption of the 
Uniform Electronic Transactions Act by all the States. The E-Sign Act is based on the Uniform 
Electronic Transactions Act and is also designed to promote electronic commerce by placing 
electronic records and electronic signatures on a level playing field with their paper and ink 
counterparts. Most provisions of the E-Sign Act, in particular, the ones relevant to electronic 
conveyancing or contracting in general (discussed below), are similar to the Uniform 
Electronic Transactions Act 219.   
 
5.2.4.1  Application of Uniform Electronic Transactions Act to a contract for the 
disposition of land 
Section 3(a) of the Uniform Electronic Transactions Act provides:  
 
                                                
216  Explanatory notes to the Land Registration Act 2002 (UK), para. 148. 
217  The Uniform Electronic Transactions Act was approved by the National Conference of Commissioners on 
Uniform State Laws at its annual meeting in August 1999. 
218  Pub. L. 106-229, 114 Stat 464 (codified as 15 U.S.C. 7001 et seq.), hereafter the E-Sign Act 
219  The Uniform Electronic Transactions Act provisions that were omitted from E-Sign are: those governing 
attribution of electronic signatures, the time when messages are deemed sent or received, mistakes in 
electronic contracting, admissibility of electronic records as evidence, electronic documents of title or 
promissory notes not secured by real property, and the manner in which paper processes will be converted 
to electronic processes by state governments. 
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Except as otherwise provided in subsection (b), this [Act] applies to electronic records and 
electronic signatures relating to a transaction. 
 
Section 3(b) lists the exceptions to the Uniform Electronic Transactions Act, such as laws 
relating to the creation of wills and codicils220. The earlier drafts of the Uniform Electronic 
Transactions Act excluded real estate transactions from its operation due to fears of potential 
problems with electronic delivery and recording of deeds221. Although the final draft of the 
Uniform Electronic Transactions Act does not exclude real estate transactions, the drafters 
still expressed their concern in the preface to the current Uniform Electronic Transactions Act 
222. 
 
Will the Uniform Electronic Transactions Act apply to a contract or memorandum for the 
disposition of an interest in land? The conditions necessary for the Uniform Electronic 
Transactions Act to apply are: 
• There must be a transaction - Uniform Electronic Transactions Act applies to 
electronic records and electronic signatures relating to a transaction; 
• The parties must consent to transacting electronically; 
• There must be an electronic record or an electronic signature within the meaning of 
the Act - Uniform Electronic Transactions Act only applies to electronic records and 
electronic signatures 
 
5.2.4.2  Transaction 
The Uniform Electronic Transactions Act applies to electronic records and signatures “relating 
to a transaction”223 that is governed by the relevant state’s law, not to interstate or foreign 
commerce224. Uniform Electronic Transactions Act defines ‘transaction’ as an action or set of 
actions, occurring between two or more persons relating to the conduct of business, 
commercial, or governmental affairs225. The term includes all interactions between people for 
business, commercial, including specifically consumer, or governmental purposes. The 
                                                
220  Specifically, the Uniform Electronic Transactions Act will not apply to a transaction to the extent that it is 
governed by: laws governing the creation and execution of wills and codicils and testamentary trusts, the 
Uniform Commercial Code (except sections 1-107 and 1-206 Article 2 and Article 2A), and UCITA. 
221  Draft for discussion only of the Uniform Electronic Transactions Act, National Conference of 
Commissioners on Uniform State Laws, 15August 1997, 105(a)(4) (Aug. 15, 1997), at 
http://www.law.upenn.edu/bll/ulc/uecicta/ect897.htm  (excluding the Act's applicability to any rules of law 
relating to the conveyance of real property). 
222  Preface to the Uniform Electronic Transactions Act (1999):  
“Real estate transactions were considered potentially troublesome because of the need to file a deed or 
other instrument for protection against third parties. Because no form of filing affects the efficacy of a real 
estate purchase contract, or even a deed, between the parties, the question was raised why these 
transactions should not be validated by this Act if done via an electronic medium. No sound reason was 
found . . . . An exclusion of all real estate transactions would be particularly unwarranted in the event that a 
State chose to convert to an electronic recording system as many have for Article 9 financing statement 
filings under the Uniform Commercial Code”, at p.2.  
223  Uniform Electronic Transactions Act 1999, section 3(a). 
224  This is different to E-Sign which applies to electronic records and signatures “relating to” transactions in or 
affecting interstate or foreign commerce: E-Sign section 101(a). 
225  Uniform Electronic Transactions Act 1999 (US), section 2(16). 
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Uniform Electronic Transactions Act also applies to all electronic records and signatures 
related to a transaction, and so it covers, for example, internal auditing and accounting 
records related to a transaction. The comments to Uniform Electronic Transactions Act 
provide an example of a transaction: “the closing of a business purchase transaction via 
facsimile transmission of documents or even electronic mail. In such a transaction, all parties 
may participate through electronic conferencing technologies. At the appointed time all 
electronic records are executed electronically and transmitted to the other party. In such a 
case, the electronic records and electronic signatures are validated under this Act, obviating 
the need for “in person” closings”226. This would cover an electronic conveyancing process, 
where the parties communicate and exchange documents electronically.  
 
5.2.4.3  Consent 
Uniform Electronic Transactions Act applies only to transactions between parties where both 
have agreed to conduct transactions by electronic means.  
 
Section 5 Uniform Electronic Transactions Act provides: 
(a) This [Act] does not require a record or signature to be created, generated, sent, communicated, 
received, stored, or otherwise processed or used by electronic means or in electronic form. 
(b) This [Act] applies only to transactions between parties each of which has agreed to conduct 
transactions by electronic means. Whether the parties agree to conduct a transaction by 
electronic means is determined from the context and surrounding circumstances, including the 
parties’ conduct. 
(c) A party that agrees to conduct a transaction by electronic means may refuse to conduct other 
transactions by electronic means. The right granted by this subsection may not be waived by 
agreement... 
 
Section 5 is similar in effect to section 11 of the Queensland Electronic Transactions Act and 
preserves the right of a party to refuse to conduct a transaction electronically, even if the 
person has conducted transactions electronically in the past. The courts are encouraged to 
interpret the parties’ words and actions liberally in order to determine whether the required 
agreement exists. A party’s agreement can be drawn from all surrounding circumstances, 
including the parties’ conduct. For example, the act of proceeding electronically, such as 
responding to an e-mail, giving out a business card containing a business e-mail address or 
pressing an "accept" button on a web page, would be considered sufficient evidence of prior 
consent227. The critical element is the intent of a party to conduct a transaction electronically. 
Once that intent is established, the Act applies.  
                                                
226  Uniform Electronic Transactions Act 1999 (US), comments to section 2, comment 12.  
227  Uniform Electronic Transactions Act 1999 (US), comments to section 5(b), comment 4. Other examples are 
provided in comment 4. Examples of circumstances which demonstrate the absence of true agreement are 
also provided, for example: “If Automaker, Inc. were to issue a recall of automobiles via its Internet website, 
it would not be able to rely on this Act to validate that notice in the case of a person who never logged on to 
the website, or indeed, had no ability to do so, notwithstanding a clause in a paper purchase contract by 
which the buyer agreed to receive such notices in such a manner”. 
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In the context of an electronic conveyance, a party’s consent could be implied from an 
electronic communication in the form of an offer or an electronic acceptance.228  
 
5.2.4.4  What is an “Electronic record” 
The Uniform Electronic Transactions Act does not apply to all writings and signatures, but 
only to electronic records and signatures relating to a transaction. The term electronic is 
defined as “relating to technology having electrical, digital, magnetic, wireless, optical, 
electromagnetic, or similar capabilities”229 
 
The term record is defined in the Uniform Electronic Transactions Act as “information that is 
inscribed on a tangible medium or that is stored in an electronic or other medium and is 
retrievable in perceivable form”230. According to the commentary to the Uniform Electronic 
Transactions Act, it is designed to embrace all means of communicating or storing information 
except human memory231. So a record may be on paper, on a disc or cassette or stored in 
digital memory. The Act defines an electronic record as “a record created, generated, sent, 
communicated, received, or stored by electronic means”232. Thus, for the purposes of the 
Uniform Electronic Transactions Act, an electronic record is any record created, used or 
stored in a medium other than paper. Information processing systems, computer equipment 
and programs, electronic data interchange, electronic mail, voice mail, facsimile, telex, 
telecopying, scanning, and similar technologies all qualify as electronic under this Act. 
Accordingly, the definition of “electronic record” is broad enough to cover information or a 
transaction stored on a computer hard drive or floppy disc, facsimiles, voice mail messages, 
messages on a telephone answering machine, audio and video tape recordings, among other 
records233. These definitions are similar to the ones in the E-sign Act234.  
 
5.2.4.5 Operation of Uniform Electronic Transactions Act framework in the Queensland 
context 
 
The main problem with the Queensland Electronic Transactions Act is the use of the phrase 
“to give information in writing” which casts doubt on whether the Queensland Electronic 
Transactions Act could apply to the formality requirements for contracts concerning the 
                                                
228  Witte, D, “Comment: Avoiding  the un-real estate deal: Has the Uniform Electronic Transactions Act gone 
too far?” (2002) 35 John Marshall Law Review 311 at 321, also see Uniform Electronic Transactions Act 
1999 (US), comment 4 to section 5(b).  
229  Uniform Electronic Transactions Act 1999 (US), section 2(5). 
230  Uniform Electronic Transactions Act 1999 (US), section 2(13). 
231  See Uniform Electronic Transactions Act 1999 (US), comments to section 2, comment 13. 
232  Uniform Electronic Transactions Act 1999 (US), section 2(7). 
233  See Uniform Electronic Transactions Act 1999 (US), comments to section 2, comment 6. 
234  E-sign defines record as “information that is inscribed on a tangible medium or that is stored in an 
electronic or other medium and is retrievable in perceivable form”: Section 106(9) E-sign; An electronic 
record means “a contract or other record created, generated, sent, communicated, received, or stored by 
electronic means”: Section 106(4) Esign; The term electronic’’ is defined as “relating to technology having 
electrical, digital, magnetic, wireless, optical, electromagnetic, or similar capabilities”: Section 106(2) Esign. 
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creation or disposition of interests in land235.  The language of the Uniform Electronic 
Transactions Act overcomes this problem by adopting the concept of an electronic record. 
The electronic records can relate to a transaction, and the word ‘transaction’ is defined widely 
enough to cover the making of a contract for the disposition of an interest in land.  Once an 
electronic record is identified the Uniform Electronic Transactions Act through section 7 
provides that:  
 
(a) A record or signature may not be denied legal effect or enforceability solely because 
it is in electronic form”236.  
(b) A contract237 may not be denied legal effect or enforceability solely because an 
electronic record was used in its formation;  
(c)  If a law requires a record to be in writing, an electronic record satisfies the law. 
(d) If a law requires a signature, an electronic signature satisfies the law. 
 
Despite the possible operation of the Uniform Electronic Transactions Act in a land 
transaction context the terms of section 7(c) suffer from some of the same inadequacies of 
the Queensland Electronic Transactions Act by applying to a law that “requires” a record to be 
in writing. As discussed above the section would only apply to section 59 of the Property Law 
Act 1974 (Qld) if the word “require” is construed to include not only a positive obligation but 
also where a failure to comply results in an invalid transaction238. 
 
The application of the Uniform Electronic Transactions Act to an electronic conveyancing 
transaction will act to ensure that the transaction would not fail simply because the documents 
comprising the transaction are not written on paper.  However, the validity and enforceability 
of the electronic contract will still have to be evaluated under existing substantive contract 
law. In that sense the Uniform Electronic Transactions Act is similar to the Queensland 
Electronic Transactions Act in that they are both are procedural statutes - the aim of both 
legislation is to ensure that requirements for paper or manual signatures may be satisfied 
electronically but the validity or otherwise of the transaction itself is still subject to substantive 
rules of law.    
                                                
235  Both the New South Wales and Victorian legislation allow for certain types of documents or contracts to be 
excluded from the operation of the Act. Early indication was that land transactions were to be excluded but 
the Electronic Transactions (Victoria) Regulations 2000 currently only exclude wills, codicils and other 
testamentary instruments.  
236  Uniform Electronic Transactions Act 1999 (US) comments to section 7,comment 3 provides an example: “A 
sends the following e-mail to B: “I hereby offer to buy 100 widgets for $1000, delivery next Tuesday. /s/ A.” 
B responds with the following e-mail: “I accept your offer to purchase 100 widgets for $1000, delivery next 
Tuesday. /s/ B.” In this case the analysis is the same as in Illustration 1 except that here the records 
otherwise satisfy the requirements of UCC Section 2-201(1). The transaction may not be denied legal 
effect solely because there is not a pen and ink “writing” or “signature”. 
237  “Contract” is defined in section 2(4) Uniform Electronic Transactions Act 1999 (US) as “the total legal 
obligation resulting from the parties’ agreement as affected by this [Act] and other applicable law”. 
238  Sneddon, M, “Legislation to facilitate electronic signatures and records: Exceptions, standards and the 
impact of the Statute Book” (1998) University of New South Wales Law Journal 334, 360. 
 71
 
5.3 Signature requirements 
 
5.3.1  Australian Legislation 
Section 14 of the Queensland Electronic Transactions Act provides:  
 
14   Requirement for signature 
If, under a State law, a person’s signature is required, the requirement is taken to have been met for 
an electronic communication if— 
(a) a method is used to identify the person and to indicate the person’s approval of the information 
communicated; and 
(b) having regard to all the relevant circumstances when the method was used, the method was as 
reliable as was appropriate for the purposes for which the information was communicated; and 
(c) the person to whom the signature is required to be given consents to the requirement being met 
by using the method mentioned in paragraph (a). 
 
Section 14 is drafted in wider terms than section 11. On its face section 14 will have 
application to a State law that requires a form to be signed and also to a State law that 
requires a contract to be signed. The application of the Queensland Electronic Transactions 
Act to contracts is also highlighted by the Attorney General in his second reading speech 
introducing the Bill on 3 April 2001.  However, as discussed above, the first issue to consider 
is whether the Queesland Electronic Transactions Act has application to the provisions of the 
Property Law Act 1974 (Qld).  The first issue is whether a person’s signature is “required” 
under the Act. The Property Law Act 1974 (Qld) simply states that no action may be brought if 
the contract is not signed, it does not actually require the contract to be signed. As suggested 
above, the word require should be given a wide operation and construed to include not only a 
positive obligation but also where a failure to comply will result in an invalid transaction. This 
would be consistent with the approach in other jurisdictions.239  
.  
 
The conditions that must be met under section 14 for a signature are – 
• It must identify the person and indicate approval  
• The signature must be as reliable as was appropriate for the purposes for which the 
information was communicated 
• Consent 
 
                                                
239  In contrast, Article 7(2) of the UNCITRAL Model Law on Electronic Commerce specifically provides that the 
signature provision of the Model Law applies whether the requirement for a signature is in the form of an 
obligation or whether the law simply provides consequences for the absence of a signature. 
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5.3.1.1  Identify and indicate approval 
Section 14 only requires that a method be used that indicates the person’s approval of the 
information communicated. The section does not require that the integrity of the information 
be protected. When considering the application of section 14 to a land transaction the 
purpose of the signature requirement in section 59 of the Property Law Act 1974 (Qld) should 
be borne in mind. As indicated above one of the primary objects of section 59 (and other 
Statute of Frauds equivalents) is to prevent any fraudulent practices that are commonly 
endeavoured to be upheld by perjury and subordination of perjury.  
The explanatory memorandum to the Queensland Electronic Transactions Act does not 
explain what is required by this condition. Guidance can be obtained from the Commonwealth 
Electronic Transactions Act which has a similar requirement in its provision dealing with 
signatures.240 This condition only requires that the signature method used must allow a 
person to indicate his/her approval of the information contained in the communication241, 
which can then be used to establish that person’s intention to apply his/her signature to the 
information contained in the electronic communication. In establishing the person’s identity 
the signature method need not necessarily be a unique identifier, but it must identify that 
person sufficiently for the purposes of that communication.  
The explanatory memorandum to the Commonwealth Electronic Transactions Bill also 
provides that although the section does not expressly require that the signature method must 
be contained in the electronic communication itself, the fact that the signature must indicate 
the person’s approval of the contents of the communication indicates that the signature must 
be linked with the communication in some way.  The only problem is that there is no 
explanation as to what is required for the signature to be linked with the communication.  
 
As discussed there are various ways in which an electronic document could be signed. Based 
upon section 14 of the Electronic Transactions (Queensland) Act 2001 (Qld) the following 
electronic methods of signing a contract would satisfy the criteria of indicating identity and 
approval of the information: 
 
1. The incorporation of a scanned image into a word processing file; or 
2. The typing a person’s name on the document with an intention to sign; or 
3. The signature of an electronic document using a digital signature which encrypts 
and marks the document electronically; 
4. a biometric signature.  
 
                                                
240  See Electronic Transactions Act 1999 (Cth), section 10(1)(a). 
241  Revised explanatory memorandum to the Electronic Transaction Bill 1999 (Cth), at 31, it also recognises 
that some signature technologies such as digital signatures will also verify the integrity of the electronic 
communication, simply by the nature of the way they operate. 
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Despite the possible validity of these methods under section 14 of the Act it is difficult to 
imagine that the drafters of the Statute of Frauds would have accepted the first two methods 
which could be easily forged, as being satisfactory for performing the functions of a written 
signature under the statute. 
5.3.1.2  Reliable as was appropriate 
After passing the first requirement in section 14 the method used must also pass the test of 
being reliable and appropriate for the purpose for which the information is communicated. The 
objectives of the Property Law Act 1974 (Qld) in requiring a signature and the functions that 
the signature serves will be relevant to any consideration of reliability and appropriateness.  A 
crucial factor will be the ability of the signature method to authenticate the document and 
maintain the integrity of the document for later reference. As discussed in Part 4, this can be 
achieved where a digital or biometric signature is used. 
 
5.3.1.3  Consent  
Does section 59 Property Law Act 1974 (Qld) require the signature to be given to a particular 
person? Section 59 merely requires the signature of the party to be charged to appear on the 
document, there is no requirement for the signature to be given to a particular person. The 
party to be charged may ultimately be either of the parties to the transaction. It is therefore 
suggested that both parties will need to consent to the method being used. The type of 
consent that will be acceptable under this section may be narrower than section 11 as the 
person needs to consent to “the method”. For proper consent to be given the person will need 
to know what method is being used. Accordingly, consent may occur expressly or due to a 
previous course of dealing.  
.  
5.3.1.4 Application of the Queensland Electronic Transactions Act to section 59 of the 
Property Law Act 
If the above conditions are satisfied, section 14 then provides that the requirement for a 
signature will be “taken to have been met for an electronic communication”. This deeming 
provision will not however, prevent the signature from being challenged as a forgery in the 
same way as a manuscript signature. The only effect is that the signature cannot be 
challenged merely because it is in electronic form. This is consistent with the minimalist 
approach in the UNCITRAL Model Law on Electronic Commerce and is effective to give 
recognition to electronic signatures but the flexibility of choice will not effectively safeguard 
consumers and may need to be restricted in certain types of transaction to specific types of 
signatures.242 
 
Although section 14 could have application to an electronic contract (assuming the definition 
of electronic communication is wide enough) the central issue for a party agreeing to use an 
                                                
242  Spyrelli, C, “Electronic Signatures: A Transatlantic Bridge? An EU and US Legal Approach Towards 
Electronic Authentication” Journal of Information, Law and Technology 2002(2). 
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electronic method is whether the method is sufficiently reliable in the circumstances. This 
could be an area in which the court and the parties disagree with dire consequences for the 
validity of the agreement. In the writer’s view the uncertainties created by this general 
approach need to be addressed through providing more specific criteria for the type of 
signature which will be effective, similarly with the approach in the UNCITRAL Model Law on 
Electronic Signatures or the European Union Electronic Signatures Directive. 
 
5.3.2 New Zealand – Electronic Transactions Act 2002 
Like the Electronic Transactions (Queensland) Act 2001 (Qld), the Electronic Transactions 
Act 2002 (NZ) makes provision for an electronic signature to fulfil a legal requirement for a 
signature. Section 22 provides 
 
 22 Legal Requirement for Signature 
 
(1) Subject to subsection (2), a legal requirement for a signature other than a 
witness’ signature is met by means of an electronic signature if the electronic 
signature  
 
(a) adequately identifies the signatory and adequately indicates the signatory’s 
approval of the information to which the signature relates; and 
(b) is as reliable as is appropriate given the purpose for which, and the 
circumstance sin which, the signature is required. 
 
(2) A legal requirement for a signature that relates to information legally 
requirement to be given to a person is met by means of an electronic 
signature only if that person consents to receiving the electronic signature 
 
 
This section is consistent with section 14 of the Electronic Transactions (Queensland) Act 
2001 (Qld) and sets out the same criteria of identity, approval, reliability appropriate to the 
circumstances and consent. However, the legislation goes one step further than the 
Electronic Transactions (Queensland) Act 2001 (Qld) by including in section 24 a presumption 
for when the signature is as reliable as appropriate for the circumstances. Section 24 
provides: 
 
 
24 Presumption about reliability of electronic signatures 
 
 (1) For the purposes of sections 22 and 23, it is presumed that an electronic signature 
is as reliable as is appropriate if--- 
 
(a) the means of creating the electronic signature is linked to the signatory and to no 
other person; and 
(b) the means of creating the electronic signature was under the control of the 
signatory and of no other person; and 
(c) any alteration to the electronic signature made after the time of signing is 
detectable; and 
(d) where the purpose of the legal requirement for a signature is to provide assurance 
as to the integrity of the information to which it relates, any alteration made to that 
information after the time of signing is detectable. 
 
  (2) Subsection (1) does not prevent any person from proving on other grounds or by 
other means that an electronic signature--- 
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(a) is as reliable as is appropriate; or 
(b) is not as reliable as is appropriate. 
 
 
 
These provisions mirror the UNCITRAL Model Law on Electronic Signatures, article 6(3) 
which is discussed below at [5.3.6]. The same issues discussed in that context apply to the 
New Zealand Act. The criteria listed for the creation of the presumption are consistent with the 
type of functionality expected for a signature under the Statute of Frauds, however a party is 
able to prove the reliability of the signature in other ways. One disadvantage to this approach 
is that a signature which does not fulfil the criteria will not be presumed to be equivalent to a 
manuscript signature unless proved otherwise. This may place undue requirements on parties 
wishing to enter transactions or provide information where the type of formality required for a 
land transaction is not necessary. 
 
In the writers’ view the New Zealand framework is compatible with the Statute of Frauds and 
provides for an electronic signature that would fulfil the functions of a manuscript signature 
under that legislation. 
 
5.3.3  United States – Uniform Electronic Transactions Act 
5.3.3.1  Electronic signature 
Under the Uniform Electronic Transactions Act, an electronic signature is defined broadly in 
terms of adopting a symbol with the intent to sign the record243.  Similar to the Queensland 
Electronic Transactions Act, the Uniform Electronic Transactions Act does not say what an 
electronic signature is or can be. Under both Acts, following the principle of technology 
neutrality, no specific technology is required to be used in order to create a valid electronic 
signature. The critical element in the Uniform Electronic Transactions Act is the intention to 
execute or adopt the sound or symbol or process for the purpose of signing the related 
record. Thus, it appears that any form of electronic sound, symbol, or process, attached to or 
logically associated with a contract or other record and executed or adopted by a person with 
the intent to sign the record, will constitute an electronic signature under the Uniform 
Electronic Transactions Act so long as: 
• some affirmative step is taken by the signer, done with intent to sign the record - the 
definition requires that the signer execute or adopt the sound, symbol, or process with 
the intent to sign the record244; and 
• the electronic signature is linked or logically associated with a record245 
                                                
243  E-Sign 106(5), 15 U.S.C. 7006 (5) (2000): E-Sign:  “an electronic sound, symbol, process, attached to or 
logically associated with a contract or other record and executed or adopted by a person with the intent to 
sign the record”; Uniform Electronic Transactions Act 1999 (US) section 2(8): “Electronic signature” means 
an electronic sound, symbol, or process attached to or logically associated with a record and executed or 
adopted by a person with the intent to sign the record. 
244  This is the same as in the manual signature environment. 
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The definition refers to “an electronic sound, symbol, or process” so assuming that the 
requisite intent and association with the record, the following would qualify as an electronic 
signature: 
• A manual signature transmitted by facsimile; 
• Typed name; 
• Digitised picture or image of a manual signature 
• Alphanumeric string or asterisk 
• Biometrics 
• Digital signatures 
• Clicking through a series of screens to affirm intention to make an Internet 
purchase246 
• Clicking on a button labelled “I agree” or “purchase now”247 
• Voice on an answering machine 
• Including your name as part of an electronic mail communication or including the firm 
name on a facsimile 
However, the electronic record must be signed with the requisite intent. The burden is on the 
person or entity accepting the electronic signature to determine whether the contract is signed 
with the requisite intent. For example, the act of clicking on the “I agree” button would 
probably amount to a “signing” of the agreement under Uniform Electronic Transactions Act 
because it can be said to be attached to or logically associated with a contract or other 
record, but it may or may not be executed or adopted by a person with the intent to sign the 
record because “intent is unique to each individual and each transaction”248.  
 
The Uniform Electronic Transactions Act does not say how this intention can be shown. The 
commentary to the Uniform Electronic Transactions Act simply states that the critical element 
is the intent to sign: “One may use a digital signature with the requisite intention, or one may 
use the private key solely as an access device with no intention to sign, or otherwise 
                                                                                                                                         
245  Manual signatures appear on the writing itself so are associated with the writing. 
246  See Uniform Electronic Transactions Act 1999 (US) comments to section 2,comment 7: “This definition 
includes as an electronic signature the standard webpage click through process. For example, when a 
person orders goods or services through a vendor’s website, the person will be required to provide 
information as part of a process which will result in receipt of the goods or services. When the customer 
ultimately gets to the last step and clicks “I agree,” the person has adopted the process and has done so 
with the intent to associate the person with the record of that process”. 
247  Fry P, “Introduction to the Uniform Electronic Transactions Act: Principles, Policies and Provisions” (2001) 
37 Idaho Law Review 237, 257; also see commentary: for example, when a person orders goods or 
services through a vendor’s website, the person will be required to provide information as part of a process 
which will result in receipt of the goods or services. When the customer ultimately gets to the last step and 
clicks “I agree,” the person has adopted the process and has done so with the intent to associate the 
person with the record of that process: Uniform Electronic Transactions Act 1999 (US) comments to 
section 2, comment 7. 
248  Hays M, “The E-Sign Act of 2000 – The triumph of function over form in the American contract law” (2001) 
76 Notre Dame Law Review 1183, footnote 142. 
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accomplish a legally binding act. In any case the critical element is the intention to execute or 
adopt the sound or symbol or process for the purpose of signing the related record”249. 
 
The Uniform Electronic Transactions Act does describe attribution procedures, which are 
procedures to verify that an electronic signature, message, or record is that of the person 
purporting to provide it. Section 9(a) of the Uniform Electronic Transactions Act provides that 
an electronic record or electronic signature is attributable to a person if it was the act of the 
person and the act of the person may be shown in any manner, including the application of 
technological security procedures. “Security procedure” means a procedure employed for the 
purpose of verifying that an electronic signature, record, or performance is that of a specific 
person or for detecting changes or errors in the information in an electronic record. The term 
includes a procedure that requires the use of algorithms or other codes, identifying words or 
numbers, encryption, or callback or other acknowledgment procedures250. Thus so long as 
the electronic record or electronic signature resulted from a person’s action it will be attributed 
to that person. The legal effects of the electronic record or electronic signature attributed to 
that person will be determined under existing law – the Uniform Electronic Transactions Act 
does not seek to alter existing rules of law regarding attribution.  
 
5.3.3.2  Operation of the Uniform Electronic Transactions Act framework in the 
Queensland context 
As discussed at 5.2.4.5 the drafting style and framework of the Uniform Electronic 
Transactions Act is more compatible with the terminology used by the Property Law Act 1974 
(Qld) in respect of a land contract than the Queensland Electronic Transactions Act. In 
relation to the requirement for a signature under the Property Law Act 1974 (Qld) the Uniform 
Electronic Transactions Act will produce the same result as the Queensland Electronic 
Transactions Act by providing functional equivalence for an electronic signature. However, in 
the writers’ view these provisions are inadequate to ensure that the electronic signature used 
serves the same function as a manuscript signature. A greater level of detail as appears in 
the European Union Electronic Signatures Directive or the UNCITRAL Model Law on 
Electronic Signature is desirable.  
 
5.3.4  European Union – Directive on a Community Framework for Electronic 
Signatures 
The European Union recognised that divergent rules with respect to the legal recognition 
of electronic signatures in the Member States were creating a barrier to the growth of 
electronic commerce. As a result, on 8 October 1997, the European Commission submitted a 
report to the European Parliament and Council, recommending the development of a 
European framework for electronic signatures. In response to this report, the Council invited 
                                                
249  Uniform Electronic Transactions Act 1999 (US) comments to section 2,comment 7. 
250  Uniform Electronic Transactions Act 1999 (US), section 2 (14); examples include asymetric cryptographic 
system, using a personal identification number (PIN), or a telephone call to confirm the identity of the 
sender through another channel of communication. 
 78
the Commission to submit a directive on electronic signatures. The Commission delivered an 
initial proposal on 13 May 1998. On 13 December 1999, the European Parliament and 
Council adopted the Directive of the European Parliament and of the Council on a 
Community Framework for Electronic Signatures 251. The Directive is made up of fifteen 
articles and four annexes. The purpose of the Directive is to “facilitate the use of electronic 
signatures and to contribute to their legal recognition"252.  Thus the main provisions of the 
directive are primarily concerned with establishing a legal framework for the recognition of 
electronic signatures, certification services, liability issues for certification service providers 
and the recognition of certificates issued by third party countries. 
 
It is not intended to affect the validity of contracts generally, nor is it meant to modify the 
formation requirements established by national or European Union contracts law253.  Similar 
to the UNCITRAL Model Law on Electronic Commerce, the Electronic Signatures Directive 
follows a technology-neutral framework: the Directive provides for the legal recognition of 
electronic signatures irrespective of the technology used. However unlike the UNCITRAL 
Model Law on Electronic Commerce, the Electronic Signatures Directive follows a two-tiered 
approach by “setting requirements for e-authentication methods with a certain minimum legal 
power … and by attributing greater legal effect to certain widely used techniques.”254  
 
The Electronic Signatures Directive's first tier prohibits discrimination between handwritten 
and electronic signatures.  Article 5 requires member States to ensure that an electronic 
signature is not denied legal effectiveness and admissibility as evidence in legal proceedings 
solely on the grounds that it is: 
• in electronic form, or 
• not based upon a qualified certificate, or 
• not based upon a qualified certificate issued by an accredited certification-service-
provider, or 
• not created by a secure signature-creation device255. 
 
Electronic signature is defined in Article 2 as "data in electronic form which are attached to or 
logically associated with other electronic data and which serve as a method of authentication”. 
Electronic data is not defined. Consequently, the first level of the Electronic Signatures 
Directive accepts most electronic signatures on a technologically neutral basis, similar to the 
UNCITRAL Model Law on Electronic Commerce.   
 
                                                
251  Directive of the European Parliament and of the Council on a Community Framework for Electronic 
Signatures, European Parliament Document (1999/93/EC) (1999), Official Journal L 013, 19/01/2000 p. 
0012 - 0020 [hereinafter Electronic Signatures Directive].  
252  See Electronic Signatures Directive, article 1. 
253  Electronic Signatures Directive, article 1. 
254  Spyrelli, C, “Electronic Signatures: A Transatlantic Bridge? An EU and US Legal Approach Towards 
Electronic Authentication” Journal of Information, Law and Technology 2002(2) 
http://elj.warwick.ac.uk/jilt/02-2/spyrelli.html . 
255  Electronic Signatures Directive, article 5. 
 79
The second tier of the Electronic Signatures Directive accords "advanced" electronic 
signature with the same legal effect as a manuscript signature on a paper document.  To 
qualify as an advanced electronic signature, the signature must satisfy the following 
requirements set out in Article 2: 
 
(1) it is uniquely linked to the signatory;  
(2) it is capable of identifying the signatory;  
(3) it is created using means that the signatory can maintain under his sole control; and 
(4) it is linked to the data to which it relates in such a manner that any subsequent change of 
the data is detectable ... 256.  
 
If the electronic signature meets these requirements, the Electronic Signatures Directive then 
extends a presumption of validity to this advanced electronic signature. While a generic 
electronic signature cannot be denied legal effectiveness or admissibility as evidence solely 
because it is in electronic form, an advanced electronic signature based on a "qualified 
certificate," produces a rebuttable presumption that it "(a) [satisfies] the legal requirements of 
a signature in relation to data in electronic form in the same manner as a handwritten 
signature satisfies those requirements in relation to paper-based data; and (b) [is] admissible 
as evidence in legal proceedings.”257 The Directive's definition of the term "qualified 
certificate" refers to certification-service-providers (CSPs)258. A qualified certificate’ means a 
certificate which meets the requirements laid down in Annex I and is provided by a 
certification-service-provider who fulfils the requirements laid down in Annex II259. A 
"certificate" is an "electronic attestation which links signature-verification data to a person and 
confirms the identity of that person”.260 
 
Qualified certificates must contain: 
(a) an indication that the certificate is issued as a qualified certificate; 
(b) the identification of the certification-service-provider and the State in which it is 
established; 
(c) the name of the signatory or a pseudonym, which shall be identified as such; 
(d)  provision for a specific attribute of the signatory to be included if relevant, depending 
on the purpose for which the certificate is intended; 
(e) signature-verification data261 which correspond to signature-creation data262 under the 
control of the signatory; 
(f) an indication of the beginning and end of the period of validity of the certificate; 
                                                
256  Electronic Signatures Directive, article 2(2). 
257  Electronic Signatures Directive, article 5(1). 
258  Electronic Signatures Directive, article 2(10). 
259  Electronic Signatures Directive, article 2(10). 
260  Electronic Signatures Directive, article 2(9).  
261  Electronic Signatures Directive, article 2(7): ‘signature-verification-data’ means data, such as codes or 
public cryptographic keys, which are used for the purpose of verifying an electronic signature. 
262  Electronic Signatures Directive, article 2(4): ‘signature-creation data’ means unique data, such as codes or 
private cryptographic keys, which are used by the signatory to create an electronic signature. 
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(g) the identity code of the certificate; 
(h) the advanced electronic signature of the certification-service-provider issuing it; 
(i) limitations on the scope of use of the certificate, if applicable and; 
(j) limits on the value of transactions for which the certificate can be used, if 
applicable263.  
 
Annex II of the Directive goes on to establish the requirements for Certification Service 
Providers: 
Certification-service-providers must: 
(a) demonstrate the reliability necessary for providing certification services; 
(b) ensure the operation of a prompt and secure directory and a secure and immediate 
revocation service; 
(c) ensure that the date and time when a certificate is issued or revoked can be 
determined precisely; 
(d) verify, by appropriate means in accordance with national law,  the identity and, if 
applicable, any specific attributes of the person to which a qualified certificate is 
issued; 
(e) employ personnel who possess the expert knowledge, experience, and qualifications 
necessary for the services provided, in particular competence at managerial level, 
expertise in electronic signature technology and familiarity with proper security 
procedures; they must also apply administrative and management procedures which 
are adequate and correspond to recognised standards; 
(f) use trustworthy systems and products which are protected against modification and 
ensure the technical and cryptographic security of the process supported by them; 
(g)  take measures against forgery of certificates, and, in cases where the certification-
service-provider generates signature-creation data, guarantee confidentiality during 
the process of generating such data; 
(h) maintain sufficient financial resources to operate in conformity with the requirements 
laid down in the Directive, in particular to bear the risk of liability for damages, for 
example, by obtaining appropriate insurance; 
(i) record all relevant information concerning a qualified certificate for an appropriate 
period of time, in particular for the purpose of providing evidence of certification for 
the purpose of legal proceedings. Such recording may be done electronically; 
(j) not store or copy signature-creation data of the person to whom the certification-
service-provider provided key management services; 
(k) before entering into a contractual relationship with a person seeking a certificate to 
support his electronic signature inform that person by a durable means of 
communication of the precise terms and conditions regarding the use of the 
certificate, including any limitations on its use, the existence of a voluntary 
                                                
263  Electronic Signatures Directive, annex I. 
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accreditation scheme and procedures for complaints and dispute settlement. Such 
information, which may be transmitted electronically, must be in writing and in readily 
understandable language. Relevant parts of this information must also be made 
available on request to third-parties relying on the certificate; 
(l) use trustworthy systems to store certificates in a verifiable form so that: 
• only authorised persons can make entries and changes, 
• information can be checked for authenticity, 
• certificates are publicly available for retrieval in only those cases for which the 
certificate-holder's consent has been obtained, and 
• any technical changes compromising these security requirements are apparent to the 
operator.  
 
5.3.5  United Kingdom: Land Registration Act and Electronic Communications Act 
The Electronic Communications Act 2000 (UK), section 7 provides that in any legal 
proceedings an electronic signature that is incorporated into or logically associated with a 
particular electronic communication or particular electronic data and the certification by any 
person of such a signature will be admissible in evidence in relation to questions of 
authenticity or integrity of the communication or data.  
As discussed above, ‘electronic signature’ is defined in the Electronic Communications Act 
2000 (UK) as “so much of anything in electronic form as-  
(a) is incorporated into or otherwise logically associated with any electronic 
communication or electronic data; and 
(b) purports to be so incorporated or associated for the purpose of being used in 
establishing the authenticity of the communication264 or data, the integrity of the 
communication or data, or both265”. 
 
References to the authenticity of any communication or data are references to any one or 
more of the following- 
• whether the communication or data comes from a particular person or other source; 
• whether it is accurately timed and dated; 
• whether it is intended to have legal effect266 
 
References to the integrity of any communication or data are references to whether there has 
been any tampering with or other modification of the communication or data267. 
 
                                                
264  “Communication" is defined as including a communication comprising sounds or images or both and a 
communication effecting a payment: Electronic Communications Act 2000 (UK), section 15(1). 
265  Electronic Communications Act 2000 (UK), section 7(2). 
266  See Electronic Communications Act 2000 (UK), section 15(2)(a).  
267  See Electronic Communications Act 2000 (UK), section 15(2)(b).  
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This is consistent with the approach adopted by the Electronic Transactions (Queensland) Act 
2001. 
 
The Land Registration Act 2002 (UK) specifically targets electronic conveyancing. So long as 
the document specifies the time and date when it takes effect, contains an electronic 
signature and the electronic signature is certified, that document would be regarded as in 
writing and signed268. As discussed above, the Land Registration Act 2002 (UK) does not use 
the concept of advanced electronic signatures as defined in the Electronic Signatures 
Directive. Rather it refers to the electronic signature definition in section 7 of the Electronic 
Communications Act 2000 (UK) which is fairly similar to the definition used in Article 2 of the 
Directive for generic electronic signatures. It is suggested that the concept of an advanced 
electronic signature as used in the European Union Electronic Signatures Directive or 
UNCITRAL Model Law on Electronic Signatures should be used as it better meets the policy 
requirements of the legislation.  
 
5.3.6  UNCITRAL Model Law on Electronic Signatures 
As seen in Part 2 of this report, Article 6 of this new Model Law builds upon Article 7 of the 
Model Law on Electronic Commerce. 
 
Article 6 (1) of the Model Law on Electronic Signatures provides: 
 
1. Where the law requires a signature of a person, that requirement is met in relation to a data 
message if an electronic signature is used that is as reliable as was appropriate for the purpose 
for which the data message was generated or communicated, in the light of all the 
circumstances, including any relevant agreement. 
The term “electronic signature” is defined in Article 2 as “data in electronic form in, affixed to 
or logically associated with, a data message, which may be used to identify the signatory in 
relation to the data message and to indicate the signatory’s approval of the information 
contained in the data message”269.  
 
                                                
268  See Land Registration Act 2002 (UK), sections 91(3) and 91(4) also discussed above in relation to ‘writing’ 
requirements. 
269  UNCITRAL Guide to Enactment to the Model Law on Electronic Signatures 2001, para. 117:  “The Working 
Group agreed that, for the purpose of defining “electronic signature” under the Model Law, the term 
“identification” could be broader than mere identification of the signatory by name. The concept of identity 
or identification includes distinguishing him or her, by name or otherwise, from any other person, and may 
refer to other significant characteristics, such as position or authority, either in combination with a name or 
without reference to the name. On that basis, it is not necessary to distinguish between identity and other 
significant characteristics, nor to limit the Model Law to those situations in which only identity certificates 
that name the signatory are used”. The definition of “data message” is taken from article 2 of the 
UNCITRAL Model Law on Electronic Commerce as “ information generated, sent, received or stored by 
electronic, optical or similar means including, but not limited to, electronic data interchange (EDI), 
electronic mail, telegram, telex or telecopy; and acts either on its own behalf or on behalf of the person it 
represents”: UNCITRAL Model Law on Electronic Signatures, Article 2(c). 
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Article 6(3) then lists the criteria to be satisfied in order for the electronic signature to be 
considered to be reliable. These are: 
(a) The signature creation data are, within the context in which they are used, linked to 
the signatory and to no other person; 
 
The term “signature creation data” is not defined in the Model Law on Electronic Signatures. 
According to the Guide to Enactment, the description covers those core elements which 
should be kept confidential in order to ensure the quality of the signature process270.  In the 
context of electronic signatures which are not digital signatures, the term “signature creation 
data” is intended to designate those secret keys, codes or other elements which, in the 
process of creating an electronic signature, are used to provide a secure link between the 
resulting electronic signature and the person of the signatory271.  
 
In the context of digital signatures relying on asymmetric cryptography, the core operative 
element that could be described as “linked to the signatory” is the cryptographic key pair (the 
private and public keys). However, only the private key is covered by this description of 
“signature creation data”. The text being electronically signed is also not covered by this 
description. 
 
(b) The signature creation data were, at the time of signing, under the control of the 
signatory and of no other person 
 
Subparagraph (b) requires the signature creation data to be under the sole control of the 
signatory at the time when the signature creation data are used. The Guide to Enactment 
provides an example of a situation where the signature creation data exists on a network and 
is capable of being used by a number of people. The network would presumably relate to a 
particular entity which would be the signatory and maintain control over the signature creation 
data. If that was not the case, and the signature creation data were widely available, they 
should not be covered by the Model Law. 
 
(c) Any alteration to the electronic signature, made after the time of signing, is 
detectable;  
 
Subparagraph (c) deals with the issues of integrity of the electronic signature. The purpose of 
this paragraph is to set forth the criteria to be met in order to demonstrate that a particular 
method of electronic signature is reliable enough to satisfy a requirement of law for a 
signature.  
                                                
270  UNCITRAL Guide to Enactment to the Model Law on Electronic Signatures, para. 97. 
271  The term signatory is defined as a person that holds signature creation data and acts either on its own 
behalf or on behalf of the person it represents: Article 2(d) Model Law on Electronic Signatures. An 
example is provided: in the context of electronic signatures based on biometric devices, the essential 
element would be the biometric indicator, such as a fingerprint or retina-scan data. 
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(d) Where a purpose of the legal requirement for a signature is to provide assurance 
as to the integrity of the information to which it relates, any alteration made to that 
information after the time of signing is detectable. 
Subparagraph (d) deals with the integrity of the information being signed electronically. 
According to the Guide, it is intended primarily for use in those countries where existing legal 
rules governing the use of handwritten signatures could not accommodate a distinction 
between integrity of the signature and integrity of the information being signed. In 
subparagraph (d), the necessary linkage between the signature and the information being 
signed is expressed so as to avoid the implication that the electronic signature could apply 
only to the full contents of a data message272. 
5.4  Comparison of electronic signature definitions: Do any of the current 
definitions satisfy the policy requirements of the Statute of Frauds 
 
As discussed in Part 3 the Statute of Frauds requires a signature to serve the following 
functions273 – 
• it should be capable of being affixed to the electronic document and making a mark 
on the document; 
• it must indicate the party’s approval of the contents of the document; 
• it must be capable of identifying the party who has affixed the signature; 
• it must have the same quality of integrity as a written signature such that if the 
signature has been removed from the document, falsely affixed to the document, 
forged by another party or the contents of the document have been altered this could 
be easily established where the reliability of the document is called into question. 
 
This section looks at the electronic signature definitions from the various instruments 
discussed above and discusses whether a signature meeting the requirements of the various 
statutes will also meet the functionality requirements of the Statute of Frauds. 
 
5.4.1 Uniform Electronic Transactions Act s 2(8)  
 “Electronic signature” means an electronic sound, symbol, or process attached to or 
logically associated with a record and executed or adopted by a person with the intent to 
sign the record. 
Requirements: 
• Intent to sign – demonstrates approval of the document 
                                                
272  UNCITRAL Guide to Enactment on the Model Law on Electronic Signatures, para. 126. 
273  See [3.3.1]. 
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• Logically associated with the electronic record 
 
Application to Statute of Frauds: 
The comments to the Uniform Electronic Transactions Act provides an explanation of the 
meaning of “logically associated with”: 
 
“In the paper world, it is assumed that the symbol adopted by a party is attached to or 
located somewhere in the same paper that is intended to be authenticated, e.g., an 
allonge firmly attached to a promissory note, or the classic signature at the end of a 
long contract. These tangible manifestations do not exist in the electronic environment, 
and accordingly, this definition expressly provides that the symbol must in some way be 
linked to, or connected with, the electronic record being signed”274.  
 
However, the Statute of Frauds requires that if the signature has been removed from the 
document, falsely affixed to the document, or forged by another party or the contents of the 
document have been altered, that this fraud must be capable of being easily established. 
Uniform Electronic Transactions Act does not seem to require that in section 2(8).   
 
The Statute of Frauds also requires the signature to be capable of identifying the person who 
has affixed the signature, but the Uniform Electronic Transactions Act does not expressly 
require that, unless the phrase “executed or adopted by a person” can be read to mean that 
the signature must be capable of identifying the person who has affixed it.  
 
5.4.2 Electronic Transactions (Queensland) Act 2001, s 14 
A signature requirement for a State law is meet by an electronic signature with the following 
characteristics: 
(a) a method is used to identify the person and to indicate the person’s approval of the 
information communicated; and 
(b) having regard to all the relevant circumstances when the method was used, the 
method was as reliable as was appropriate for the purposes for which the information 
was communicated. 
Requirements: 
• Identify person 
• Indicate person’s approval  
• Reliable 
• Linked with the communication (explanatory memorandum) 
 
 
Application to Statute of Frauds 
                                                
274  Uniform Electronic Transactions Act 1999 comments to section 2, comment 7. 
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This definition differs from many of the others in that a requirement for the signature to be 
linked with the relevant communication is not explicitly required in the definition. However, the 
explanatory memorandum to the Commonwealth Electronic Transactions Act states:  
“a signature method may be applied to a communication but then transmitted as a 
packet of information separate to the communication. If the signature can be shown to 
indicate the person’s approval of the information contained in the communication then 
the signature will satisfy the requirements in paragraph (a)” 
In the context of the Statue of Frauds the lack of a requirement for the signature to be 
attached or logically associated with the electronic document may lead to acceptance of a 
signature that does not fulfil the desired function of preventing fraud. This highlights one of the 
difficulties in using a generic definition in a transaction where a signature traditionally was 
required to serve particular functions which can only be achieved by detailing a higher level of 
requirement. The current definition does not distinguish between signatures placed on the 
document by the signatory or a third person. Whilst the section is sufficiently general that a 
signature fulfilling the functionality of a signature at law would meet the criteria it potentially 
allows a very basic form of signature to be capable of meeting the requirements of the 
section. 
 
 
5.4.4 Electronic Signatures Directive Article 2(1) 
‘electronic signature’ means data in electronic form which are attached to or logically 
associated with other electronic data and which serve as a method of authentication 
Requirements: 
• Logically associated with electronic document 
• Serve as a method of authentication  
 
Application to Statute of Frauds: 
The difficulty with this definition is that there is no explanation of what is meant by serving as 
a method of authentication. If this can be read to mean that the signature should be able to 
identify the person, demonstrate the person’s approval of the contents of the document and 
indicate any alteration to the document, then the requirements of Statute of Frauds may be 
met by a signature that falls within this definition.  
 
5.4.5 Electronic Communications Act 2000 (UK) section 7 – 
(a) is incorporated into or otherwise logically associated with any electronic 
communication or electronic data; and 
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(b) purports to be so incorporated or associated for the purpose of being used in 
establishing the authenticity of the communication275 or data, the integrity of the 
communication or data, or both”. 
Requirements: 
• Logically associated 
• Establish authenticity = identify person, accurately timed and dated, intention to have 
legal effect; 276 and/or 
• Establish integrity = whether there has been any tampering with or other modification 
of the communication or data277. 
 
Application to Statute of Frauds: 
Unlike the above definitions, the Electronic Communications Act 2000 (UK) does require the 
signature to be associated with the communication for the purposes of establishing integrity 
and/or authenticity of the communication or both. However, for the Statute of Frauds it is 
desirable that the signature establish both authenticity and integrity.  The issue of being linked 
to the document is also unclear with no explanation of what is required for a signature to be 
logically associated with the electronic communication. For the purposes of the Statute of 
Frauds, it is obviously desirable that any changes in the signature be detectable. The wide 
meaning of “logically associated” means that detectable alteration will not necessarily be a 
feature of a signature meeting the requirements of the section. 
 
5.4.6 Electronic Signatures Directive Article 2(2): advanced electronic signature 
‘advanced electronic signature’ means an electronic signature which meets the following 
requirements: 
(a) it is uniquely linked to the signatory; 
(b) it is capable of identifying the signatory; 
(c) it is created using means that the signatory can maintain under his sole control; and 
(d) it is linked to the data to which it relates in such a manner that any subsequent 
change of the data is detectable 
 
Application to Statute of Frauds  
This definition, unlike the others, more closely mirrors the requirements of a signature under 
the Statute of Frauds. A signature that meets the above definition will also satisfy the 
functions of a signature as required by the Statute of Frauds. Conditions (a) to (c) will meet 
the requirements of the Statute of Frauds that the signature be capable of identifying the 
                                                
275  “Communication" is defined as including a communication comprising sounds or images or both and a 
communication effecting a payment: Electronic Communications Act 2000  (UK), section 15(1).  
276  See Electronic Communications Act 2000 (UK), section 15(2)(a). 
277  See Electronic Communications Act 2000 (UK), section 15(2)(b).  
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signatory and indicating the signatory’s approval of the contents of the document. Condition 
(d) meets the integrity requirement of the Statute of Frauds. 
 
5.4.7 UNCITRAL Model Law on Electronic Signatures 
Article 6: 
(a) The signature creation data are, within the context in which they are used, linked to 
the signatory and to no other person; 
(b) The signature creation data were, at the time of signing, under the control of the 
signatory and of no other person; 
(c) Any alteration to the electronic signature, made after the time of signing, is 
detectable; and 
(d) Where a purpose of the legal requirement for a signature is to provide assurance as 
to the integrity of the information to which it relates, any alteration made to that 
information after the time of signing is detectable. 
 
Requirements: 
• Signature creation data is linked to the signatory 
• Signature creation data is under the signatory’s sole control  
• Changes made to the electronic signature is detectable 
• Changes made to the information is detectable 
 
Article 6 of the Model Law on Electronic Signatures is similar to Article 2 of the Electronic 
Signatures Directive. An electronic signature meeting the above criteria for reliability will also 
satisfy the functions of a signature as required by the Statute of Frauds 
 
5.4.8 Comparison between Electronic Signatures Directive and UNCITRAL Model 
Law on Electronic Signatures 
Both the UNCITRAL Model Law on Electronic Signatures and the European Union Electronic 
Signatures Directive follow the two tier approach to authentication. In UNCITRAL the first and 
broader regime is that described in article 7 of the UNCITRAL Model Law on Electronic 
Commerce. Article 7 recognises any electronic signature method that is applied for the 
purposes of signing a data message as fulfilling the legal requirements for a handwritten 
signature provided that it is sufficiently reliable in the light of all the circumstances. The 
second and narrower regime is that created by the Model Law on Electronic Signatures. It 
contemplates methods of electronic signature that may be recognized by a State authority, a 
private accredited entity, or the parties themselves, as meeting the criteria of technical 
reliability set out in article 6.  
Under Article 7, the determination of what constitutes a reliable method of signature can only 
be made by a court after the electronic signature has been used. In contrast, the Model Law 
on Electronic Signatures creates a benefit in favour of certain techniques, which are 
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recognised as particularly reliable, irrespective of the circumstances in which they are used. 
The advantage of such recognition is that it brings certainty to the users of such electronic 
signature techniques before they actually use the electronic signature technique. 
 
Both the Electronic Signatures Directive and the UNCITRAL Model Law on Electronic 
Signatures require linkage of the signature to the signatory. However, the UNCITRAL Model 
Law on Electronic Signatures requires the signature creation data to be linked to the 
signatory, whereas the Directive requires the electronic signature278 to be linked to the 
signatory. The idea behind the Model Law on Electronic Signatures is that the signature 
creation data can be shared with different users, but the signature creation data must be 
capable of identifying one user unambiguously in the context of each electronic signature. An 
example of such a situation would be where several employees share the use of a corporate 
signature creation data. In such a situation, the signature creation data must be capable of 
identifying one user unambiguously in the context of each electronic signature. The linkage 
between the data used for creation of the signature and the signatory is the essential element.  
 
Both require the method of creating the signature to be under the control of the signatory. 
However, again the UNCITRAL Model Law on Electronic Signatures requires the signature 
creation data to be under the signatory’s sole control, whereas the Electronic Signatures 
Directive refers to the method used to create the electronic signature to which the signatory 
must maintain under his or her sole control.  
 
The Statute of Frauds requires a signature to be capable of identifying the party who has 
affixed the signature. In that sense, despite the difference in terminology, both the Electronic 
Signatures Directive and the Model Law on Electronic Signatures achieve this.  
 
The Electronic Signatures Directive requires that the electronic signature (to qualify as an 
advanced electronic signature) be capable of identifying the signatory. This requirement is not 
set out in the UNCITRAL Model Law on Electronic Signatures but is contained within the 
Model Law’s definition of an electronic signature.  
 
Both the UNCITRAL Model Law on Electronic Signatures and the Electronic Signatures 
Directive require that any alterations made to the electronic signature after the time of signing 
be detectable. To meet the requirements of the Statute of Frauds the electronic signature 
should have the same quality of integrity as a written signature such that if the signature has 
been removed from the document, falsely affixed to the document, forged by another party or 
the contents of the document have been altered, this could be easily established.  
 
                                                
278  Electronic signature as defined in Article2(1) of the Electronic Signatures Directive: “data in electronic form 
which are attached to or logically associated with other electronic data and which serve as a method of 
authentication”. 
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5.5  Conclusion  
 
It is the writers’ view that that the two-tier concept as used in the Electronic Signatures 
Directive or the UNCITRAL Model Law on Electronic Signatures is a desirable progression of 
the legislation if a move to electronic conveyancing is to be promoted. The two-tier approach 
allows flexibility in the application of electronic signatures to different types of transactions. 
Signatures falling within the first tier will be valid for the majority of transactions situations 
where information is required to be submitted to government. Signatures within the second 
tier would be capable of providing equivalent functionality to a manuscript signature for those 
transactions where authenticity and integrity are necessary elements, such as under the 
Statute of Frauds. The other benefit of this framework is the resulting certainty for parties 
engaging in a land transaction that the signature provided will be considered sufficient by the 
courts. 
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PART 6 - RECOMMENDATIONS 
 
Whilst the drafting of both the Commonwealth and Queensland Electronic Transactions Acts 
appear to have achieved their primary purpose of facilitating the electronic submission of 
information to Government departments, it is the writers’ view that the Queensland Act does 
not provide sufficient certainty or integrity for land transactions subject to the provisions of the 
Property Law Act 1974 (Qld).  
 
Further attention needs to be given to both the requirements of writing and signature in the 
context of land transactions either through amendment of the Electronic Transactions 
(Queensland) Act 2001 (Qld) or specialist legislation. This part of the report sets out the views 
of the writers’ on the alternative steps which could be taken to further facilitate electronic land 
transactions. 
 
6.1 Writing 
 
If the requirements of writing and signature are to be maintained in the Property Law Act 1974 
(Qld) as essential for the enforceability of contracts for sale or disposition of an interest in land 
any new legislation or any amendment to current legislation should ensure that the objects 
and purposes of the existing requirements concerning writing are met.  These objectives can 
be largely summarised as the provision of acceptable evidence of a transaction and 
authentication of that transaction by signature.  Evidence of a transaction which is entirely 
electronic must exhibit both those characteristics to meet the present requirements and must 
also provide additional safeguards, for example those relating to the storage of the data 
comprising that evidence and authentication, the means of access to it by authorised persons, 
and the ability of that electronically stored information to be adduced as evidence in Court to 
prove the contents of the transaction. 
 
It is highly desirable that the Electronic Transactions (Queensland) Act 2001 (Qld) remain a 
generic piece of legislation which applies to all types of transactions conducted in the 
electronic medium.  It would seem inadvisable to attempt a piecemeal amendment to different 
statutes, in this case, the Property Law Act 1974 (Qld), in order to achieve the desired result.  
The thrust of the Electronic Transaction (Queensland) Act 2001 (Qld) is to validate these 
transactions and provide some regulatory framework in which they may be recognised.  It is 
also appropriate from a commercial viewpoint that the legislation provide standardisation of 
processes relating to electronic contracting and the giving of notices by means of electronic 
communication pursuant to that contract.  Secondly, there is the question of variation and 
amendment to an electronic contract where writing and signature are required to give that 
amendment or variation legal force.  It is submitted that any requirements for the variation or 
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amendment of an electronic contract should not differ in any way from those processes which 
are mandated to form such a contract.  Thirdly, there is the question of the necessity to bring 
other statutory instruments relevant to the process of land sales contracting into line to enable 
notices, information sheets, warning statements and the like, vital to the enforceability of 
contracts to be given in the electronic mode.  This would mean that notices under the existing 
Property Agents and Motor Dealers Act 2000, Land Sales Act 1984 and Body Corporate and 
Community Management Act 1997, where this was appropriate, should also be capable of 
being given electronically.  However, this may be the next stage of the process once the 
criteria for contracting electronically in writing with a signature had been settled.   
 
If the Electronic Transactions (Queensland) Act 2001 (Qld) were amended to take account of 
electronic contracting where writing and signature were essential, it should be noted that the 
provisions of the Electronic Transactions (Queensland) Act 2001 (Qld) which govern such 
matters as method of acceptance of offer and time of acceptance of an offer might differ, in 
some respects, from the making an acceptance of an offer to enter a contract for the sale of 
land in Queensland under the general law.  Whilst this latter question should be borne in 
mind, any amendment to the Electronic Transactions (Queensland) Act 2000 (Qld) should be 
of a minimal nature as the balance of the Act, as it stands, is sufficient to deal with these other 
issues surrounding the contracting process. 
 
The two principal difficulties with the application of the Electronic Transactions (Queensland) 
Act 2001 (Qld), to the requirements of section 59 of the Property Law Act 1974 (Qld) are: 
 Necessity for a State law to “require” writing; and 
 Use of the phrase “give information in writing” 
 
As identified at [5.2.1.1], section 59 of the Property Law Act 1974 (Qld) does not require a 
contract to be in writing but provides for consequences if the contract is not in writing. A 
conclusion that section 59 of the Property Law Act 1974 (Qld) is a State law that is affected by 
section 11 of the Electronic Transactions (Queensland) Act 2001 (Qld) requires a very wide 
construction to be given to the word “require”. Whilst this conclusion is consistent with 
academic comment there is no certainty that a court would reach the same conclusion. In the 
writers’ view a definition of require should be included in the Electronic Transactions 
(Queensland) Act 2001 (Qld) to provide for application to an express obligation for a 
document to be in writing and the situation where the law provides consequences for the 
information not being in writing. 
 
The second difficulty identified in this paper is the need for the State law to require a person 
to “give information in writing”. Notwithstanding the broad inclusive definition in section 10, it 
is unlikely that a court would construe the phrase to include the requirement in section 59 of 
the Property Law Act 1974 (Qld) for a contract to be in writing.  To give full effect to the Act in 
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the context of writing requirements, it would be appropriate to add a further section to the Act 
dealing with requirements in State law for information to be “in writing”. The use of this phrase 
is consistent with the drafting of section 59 of the Property Law Act 1974 (Qld) which refers to 
no action being brought on a contract unless the contract or a memorandum of the contract 
“is in writing”. The added advantage of this recommended amendment is it application to 
other legislation which requires contracts or other documents to be “in writing” rather than a 
requirement to “give information in writing”. 
 
Such amendments would put any doubts raised as to the applicability of the legislation to the 
writing requirements of section 59 of the Property Law Act 1974 (Qld) beyond question. 
 
 
 
Recommendation 1  
 
Amendment of Electronic Transactions (Queensland) Act 2001 to include provision for: 
 
 New definition of “require” to include both a positive requirement and a 
provision in a State law that provides consequences if the provision is not 
complied with. 
 
 A new section after s 11 that applies to a State law that requires information to 
be “in writing” and deems the requirement to be met by an electronic 
communication if the information is readily accessible and the parties have 
given their consent 
 
 
 
 
 
6.2 Signature 
The conclusion of this report is that the current provisions of the Electronic Transactions 
(Queensland) Act 2001 (Qld) are not sufficient to remove existing uncertainties concerning 
the use of electronic signatures for land transactions. Although section 14 of the Electronic 
Transactions (Queensland) Act 2001 (Qld) does not suffer from the same problems in 
application as section 11 of the Act, in the writers’ view a signature that meets the current 
requirements of section 14 will not serve the same functions, particularly in relation to integrity 
of the document, as a manuscript signature. Consequently, the electronic signature may 
ultimately be found to be ineffective by a court with dire consequences for the parties. The 
current Australian provisions fail to adequately provide for: 
 
 The electronic signature to be attached to or logically associated with the document it 
is authenticating 
 A form of electronic signature that will meet the functional requirements of a 
manuscript signature under the common law 
6.2.1 Signature to be attached to electronic document 
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The first inadequacy could be addressed by the insertion of a definition of electronic signature 
into the Electronic Transactions (Queensland) Act 2001 (Qld) in similar terms to the European 
Union Electronic Signatures Directive. For example: 
“Electronic signature means data in electronic form which are attached to or logically 
associated with an electronic communication and which serves as a method of authentication” 
 
This would also require some minor amendment to section 14 to refer to an electronic 
signature that meets the requirement of the section.  
 
Alternatively the requirement for the signature method to be “attached to or logically 
associated with” the electronic communication should be added to section 14 of the Act.  
 
In either case it is important for this requirement to be added to the legislation. An important 
aspect of a signature under the Property Law Act 1974 (Qld) is that the signature is clearly 
affixed to the document and makes a mark on the document. This is closely linked to the 
requirement of integrity. Only if the signature has been attached to the document or 
associated with it, could a change in the signature or the document be readily detectable. 
 
6.2.2 Functional Equivalence 
 
The second inadequacy could be overcome through the adoption of one of two alternative 
frameworks. 
 
Framework 1 – Defining “reliable as is appropriate” 
 
Section 14 of the Electronic Transactions (Queensland) Act 2001 (Qld) currently provides 
three criteria for a valid electronic signature: 
 It must identify the person and indicate approval; 
 The signature must be as reliable as was appropriate for the purposes for which the 
information was communicated; and 
 Consent of the parties to the electronic method. 
 
In the context of a land transaction (and many other commercial transactions) the key factor 
for the parties will be whether the signature was reliable as a method of authentication of the 
document and whether the signature is capable of indicating the integrity of the document. 
The need for more specific criteria for parties to determine the reliability of an electronic 
signature method has been recognised and included in the UNCITRAL Model Law on 
Electronic Signatures and in the New Zealand Electronic Transactions Act 2002. The aim of 
the provision in each case is to bring some certainty for contracting parties. The provisions 
provide a presumption that an electronic signature is as reliable as is appropriate if: 
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 the means of creating the electronic signature is linked to the signatory and to no 
other person; and 
 at the time of signing, the means of creating the electronic signature was under the 
control of the signatory and of no other person; and 
 any alteration to the electronic signature made after the time of signing is detectable; 
and 
 where the purpose of the legal requirement for a signature is to provide assurance as 
to the integrity of the information to which it relates, any alteration made to that 
information after the time of signing is detectable. 
 
As previously discussed an electronic signature that meets the criteria listed above is capable 
of mirroring the functions of a manuscript signature in an electronic environment. If the first 
two points are met the electronic signature should identify the person signing the document, 
provided the signature is attached to the document. The third and fourth points ensure the 
requirement for authentication and integrity of both the signature and the document which has 
been signed. 
 
The one disadvantage of this approach is the initial presumption that only a signature that 
meets these requirements will be reliable. This would mean that signatures created through 
“point and click” mechanisms, scanned signatures or typed signatures would not meet the 
requirements of the presumption. 
 
Framework 2 – Two tiered approach 
The second approach is one that mirrors that used in the European Union Electronic 
Signatures Directive279. The Directive provides first that an electronic signature should not be 
denied legal effectiveness and admissibility as evidence in court. Electronic signature is 
broadly defined in the Directive. The Directive then provides a second tier of signature 
referred to as an “advanced electronic signature”. An advanced electronic signature must 
meet the following requirements: 
(1) the signature is uniquely linked to the signatory;  
(2) the signature is capable of identifying the signatory;  
(3) the signature is created using means that the signatory can maintain under his sole 
control; and 
(4) the signature is linked to the data to which it relates in such a manner that any subsequent 
change of the data is detectable ... 280.  
 
                                                
279  In the United Kingdom, the Electronic Signatures Directive was given effect by the Electronic 
Communications Act 2000 (UK) and the Electronic Signatures Regulations 2002. The provisions of the 
Electronic Signatures Directive which are implemented by the Electronic Signatures Regulations 2002 
relate to the supervision of certification-service-providers, their liability in certain circumstances and data 
protection requirements concerning them. Provisions in the Directive relating to the admissibility of 
electronic signatures as evidence in legal proceedings were implemented by section 7 of the Electronic 
Communications Act 2000. 
280  Electronic Signatures Directive, article 2(2). 
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An advanced electronic signature which satisfies this criteria is then stated to satisfy the legal 
requirement of a signature in relation to date in electronic form in the same manner as a 
handwritten signature satisfies those requirements in relation to paper based data.281 
Importantly, a digital signature based on public key cryptography will meet this critieria 
provided it is accompanied by a valid certificate from a trusted provider. 
 
The advantages of this approach are: 
 maintenance of flexibility for electronic signature methods by allowing a general 
electronic signature to be valid but providing a higher level of requirement for certain 
transactions;282 
 maintenance of the concept of functional equivalence by providing generic criteria 
which can be applied or modified to changing technology; 
 linking the specific criteria for an advanced electronic signature to presumed 
equivalence to a manuscript signature; 
 a signature meeting these requirements will fulfill the functions of the Statute of 
Frauds; 
 greater certainty for contracting parties that a signature meeting these requirements 
will be considered equivalent to a paper based signature; and 
 integrity of the signature is improved through the use of certificates through 
certification providers. 
 
  
Recommendation 2 
 
The Electronic Transactions (Queensland) Act 2001 to be amended as follows: 
 
 Insertion of a requirement for an electronic signature to be attached to or 
logically associated with an electronic communication either through a 
definition or as part of the criteria in s 14 of the Act 
 
 Insertion of specific criteria for determining if an electronic signature will meet 
the requirements of a manuscript signature at common law. The elements of 
the two tiered approached discussed above is recommended for greater 
flexibility and certainty. 
 
 
 
                                                
281  Electronic Signatures Directive, article 5(1). 
282  See Spyrelli, C, “Electronic Signatures: A Transatlantic Bridge? An EU and US Legal Approaches Towards 
Electronic Authentication” Journal of Information, Law and Technology 2002(2). 
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